EMZA Visual Sense Ltd.

WiseEye ™

WiseEye
User Guide

WiseEye Version b56

Dec 12, 2010

Emza Visual Sense Ltd. 3 Hayozma St. Kfar Sava 44422 Israel Voice: 972-9-7679333 Fax 972-9-7653550




EMZA Visual Sense Ltd.

This document has been prepared by Emza Visual Sense Ltd ( the “Company”).
The purpose of this document is to introduce the Emza’s WiseEye ™ product to
its business partners and customers. by using Emza’s proprietary Evaluation Kit
(EVK) so that they might better understand the product and the company. All
rights, including copyright, in this document are owned by the “Company” .

Except where expressly stated otherwise, you are not permitted to copy,
broadcast, download, store (in any medium), transmit, show or play in public,
adapt or change in any way the content of this document for any other purpose
whatsoever without the prior written permission of the “Company” . Any
unauthorized copying of material from this document will constitute an
infringement of copyright.

For Support :

Email: yoSssig@emza-vs.com
SKYPE: yogiva
Mb : +972-54-6646635

Office : +972-9-7679333
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1 Introduction

Emza’s WiseEye™ is a low-cost, palm-sized, fully integrated surveillance sensor, specifically
designed to meet the current need for surveillance protection everywhere. WiseEye is based
on Emza’s proprietary patent. WiseEye is the most effective surveillance sensor known today.
With optional wireless communication and solar power, WiseEyes become fully autonomous
and can be deployed anywhere, from a single transformer to large, complex facilities. The
WiseEye automatically learns the background of its Filed Of View (FOV), processes the visual
scene, and sends alert images only when an alert is detected.

WiseEye is designed to protect outdoor and indoor sites and infrastructure facilities such as
electric substations, gas gates, water facilities, chemical plants, parking lots, oil and gas
facilities, pipes, railways, buildings and other sites in need of video surveillance protection.

WiseEye automatically discounts environmental changes such as clouds, rain, wind, tree
movements, and shifting shadows, reducing false alarms and improving detection sensitivity.

WiseEye does not send out video streaming, unless it recognizes an alert situation. The low
bandwidth requirement of the WiseEye is one of its strongest features.

1.1 WiseEye System

The WiseEye System is designed for outdoor intruder detection and perimeter protection.
When an alert is detected (detection of intruder, appearing of new object etc.) the WiseEye
sends out a sequence of one or more images to the user. These messages are transferred
through a local control unit - the Emza Control Unit (ECU). The ECU is responsible to receive
these alerts from all WiseEye sensors installed in the local site.

The ECU is optionally connected to a remote (off-site) monitoring center that collects the alert
events from multiple sites, and the alerts are viewed by security operators. The alert messages
and images can also be transferred to field personnel, and viewed on their PDAs or mobile
phones as email message attached with an alert image.
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2 What Is Included in your WiseEye evaluation Kit?

The WiseEye evaluation kit contains:

One or more WiseEye™ sensors.

Power cable for connection to external power supply.
Installation CD

This User Guide
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3 Preparing your Viewing Station

To install and run the WiseEye you need a standard PC/laptop as a viewing station that will
receive and display alert images from the WiseEye.

3.1 Recommended Configuration for the Viewing Stati  on

Any standard PC or laptop computer with standard Internet Explorer 6 and higher, can be used
as Viewing Station. Typical configuration of a viewing station:

Standard Windows XP machine with service Pack 2
Pentium 4 processor minimum 2.0 GHz

Minimum of 0.5GB RAM

Minimum 30 GB hard disk

100MB/S Ethernet interface

Graphic display with monitor resolution of 1024X768
CD-ROM drive

To prepare your Viewing Station follow these steps:
3.2 Installing EMZA software on your Viewing Statio n

Locate the CD in your CD drive, under EMZA folder you will find several sub folders (assuming
D: is your default CD drive):

D:\EMZA\Documentation
D:\EMZA\IE_FIX
D:\EMZA\IP_SCANNER (shareware you can also download from the

Internet)
D:\EMZA\IRFANViewer (shareware you can also download from the
Internet)
D:\EMZA\Java_Installation (shareware you can download from the
Internet)

D:\EMZA\WIFI_Console
DA\EMZA\WIFI_Setup
D:\EMZA\WiseViewWan

Copy the complete EMZA folder with its sub folders to your local HD drive on root location
(assuming C:\)
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4 PC Setup

To prepare your PC/laptop, you need to install the following:

4.1 Java Installation

Under \Java Installation sub folder you will find the Java installation utility “jre-6-i586.exe" - just
double click on it and follow the simple installation instructions

4.2 |E Fix
Under \IE_FIX sub folder you will find the Internet Explorer (IE) fix you need to run for proper
operation with the ECU, just double click on it.

4.3 Mpeg Viewer
If your system includes also the ECU, each alert event is recorded as a video clip. In order to
view these video clips, you should install the video codecs on the station you are using the
Internet Explorer to view alerts retrieved from he ECU.

On the ECU CD folder you will find the “k_lite” subfolder which includes the codec that is used
to view the video clips from the ECU. Just select the “klcodec442s.exe” and click on it, follow
the installation instruction. If you choose to download it from the web, it is recommended to use
the “standard pack”

The WiseEye units communicate with the viewing station through Emza’s Java based
WiseView utility. To run this utility you need first to install Java support on your viewing

station.

4.4 Install Image Viewer
For viewing images stored on your local HDD, IrfanViewer is a popular free software available
on the Internet; it is a viewing application for a variety of media and image files. We found this
tool very convenient for viewing alert images; You can use any other tool or download a newer
version from the web instead of the version available on the CD.

4.5 Prepare storage area on your HDD
In order to record alerts received from the WiseEye sensor, you need to prepare storage
folders on your hard disk, for example a folder name could be C:\EMZA\ALERTS IN_1.

If you want to record data for more than one unit, please create a separate folder for each
WiseEye sensor.

The WiseView utility is a testing tool that will generate separate daily folders to store daily
alerts under the selected storage folder for each sensor. Due to Windows notorious problems
of handling folders with many files, if many daily alerts are generated, the WiseView will
generate additional sub folders under the daily folder to store limited amount of images.
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5 Getting to Know Your WiseEye

The WiseEye is an integrated, outdoor, palm-sized visual sensor. The front of the WiseEye
unit contains the WiseEye Viewing Window and the 10 cabinet which is covered by the front
cover.

WiseEye
viewing — "
window
Front
Cover
Protection
rubber tube for
outdoor
Back Pane: installation,
Remove 4

screws in the
back panel to
release the front
cover of the 10
cabinet

{

igure 1 — WE Front and back panel

Figure 1 — WiseEye back panel

In order to access the 10 cabinet (to connect power and network wires) you need to remove
the front cover which is held by four screws in the back of the unit. Remove the four screws
carefully and keep them to re-close the front cover later.
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The internal 10 cabinet can be accessed by removing the front cover. The 10 cabinet contains
the WiseEye 10 interfaces:

Power connector

RJ45 Ethernet connector used for the WiseEye-L model
LEDs (Power, Ethernet, WIFI)

Reset button

Connect the 12VDC power wires (pay attention to the wires polarity) and plug in the CAT5 wire
to the RJ45 connector.
Figure 3- 10 Cabine
As part of the evaluation kit you will
receive a power cable (composed of two
wires, RED and BLACK) which one end of
it is attached to the power plug (that
should be connected to the WiseEye
power connector). The other end of the
power cable (two wires) should be
connected to the 12 VDC power source
that is required to operate the sensor.

Once the network and the power wires

are connected to their connectors in the

IO cabinet, you can close the front cover

using the four screws you released earlier

from the back cover of the unit. Locate the

front cover in its place and insert the

screws to their location in the back panel. Secure the screws carefully and firmly, making sure
that the front cover is tightened to the WiseEye body.

To install the WiseEye you need a 3-D mounting arm with a regular camera screw. This screw
is connected to the back panel of the sensor and allows field of view adjustment to cover the
required outdoor scene.

See pictures of a typical
outdoor WiseEye
installation. When
installing the unit make
sure it's stable and is
tightened to its base to
prevent movement due to
strong winds.
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POWER WIRE going
NETWORK (CATS) out of the unit
WIRE going out oOf the  |——) L=
unit

If you are using an IR illuminator, attach the IR close to the sensor and aim it to the center of
the scene under protection.

Emza Visual Sense Ltd. 3 Hayozma St. Kfar Sava 44422 Israel Voice: 972-9-7679333 Fax 972-9-7653550




EMZA Visual Sense Ltd.

6 Network and Router Setup

In order to use your WiseEye evaluation kit you need to configure it as part of a simple LAN
configuration. One “point” is the WiseEye unit and the other “point” is any desktop PC or laptop
computer which will be used as the

Viewing Station. This configuration

can be implemented by linking the

WiseEye unit to a local router. The

WiseEye units are shipped from the

production line are configured to

receive IP address from the local

router (DHCP).

6.1 Configure WiseEye to the
network

There are many router vendors in

the market. You can use any

standard wired or wireless router.

Each vendor has its own WEB based

GUI to configure the router. Read

carefully the router's user manual, in Figure 5- simple network architecture
particular the setup configuration

instructions.

To configure your router use the following instructions:

Use an Ethernet CAT5 cable to connect your Viewing Station to an RJ45 port on the

router.

Login to the router’s web page as described in the router’s user manual.

Navigate to the DHCP section and enable the DHCP server option.

For wireless network - If you are working with WiseEye-Wifi model, enable the

Wireless network option n the router.

Most of the routers enable the user to define the range of IP addresses that will be

provided by the router to devices that require IP address. The IP address range

usually takes a standard form. For example, Start IP address: 192.168.2. XXX, Last

IP address: 192.168.2.YYY where XXX and YYY can be any value between 2 and

255 Make sure to remember this IP address range. For example, the value of

XXX=100 is often used.

To configure a wireless WiseEye, navigate to the wireless configuration section:

0 Setthe SSID or ESSID parameter to be “emzaecu” (one word, lower case).

0 Without setting this name the wireless WiseEye unit will not be able to
communicate with other network devices or computers

o Disable any security option or 802.11b/g Protection option

o0 Remove/disable any firewall protection or port access limitation from the router
(Read carefully the router’'s user manual to find where the firewall options are
available)

0 Turn OFF the WiseEyeWifi sensors, wait 2 minutes.
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o To identify the IP address of the sensor, you can use the IP scan utility or
navigate to the DHCP client list table in your router.
0 Leave this window open or remember how to reach this setup page again.

NOTE

The WiseEye-WIFI unit uses an embedded WIFI module. When this unit is connected to the
wireless router, it is assigned 2 IP addresses, one for the embedded WIFI module and one for
the WiseEye Linux based firmware. When watching the router’s active client list you will find
these 2 IP addresses. Sometimes the WIFI module’s name appears as “Airborn”. The other IP
is the sensor’s IP you need to use to access the WiseEye sensor.

6.1.1 Setting the Viewing Station IP configuration

To configure the Viewing Station IP address, use the following steps:

1. Use the control panel — network connections to select the network card
that is connected to the network in your Viewing Station.

Select the PROPERTIES option

Select the “General” tab as displayed bellow

Select the Internet Protocol option

Choose the “Obtain IP address automatically” option

Press the OK button

Press OK to exit from the network card setup

Wait a minute

ONoOOAWN

See the following screen shot:

Choose the “Obtain an IP
address  automatically”
option
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6.2 Check the Viewing Station IP address

1. Goto START/RUN option

2. Type “CMD” and ENTER, it will open a DOS-style window

3. Type “IPCONFIG” and press ENTER. It will display result like the following
picture

In the above example the Viewing Station IP address is 192.168.2.105, this address was
received from the router.

In case your WiseEye is pre-configured with static IP address go to section 6.

6.3 Prepare your WiseEye for network connection

Leave the WiseEye unplugged from the power supply before connecting it to the network.
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6.3.1 Connect your wired WiseEye to the network

If you are using wired Ethernet (WiseEye-ETH model), attach one end of the Ethernet cable to
the RJ45 connector in the WiseEye 10 cabinet (should be done as earlier step).

6.3.2 Prepare your wireless WiseEye for network con  nection

If you are using the Wireless model (WiseEye-WIFI) you don’t need to connect any network
cable to the sensor,

6.3.3 Connect your WiseEye to the power supply

The power requirements for the WiseEye sensors are 12VDC - 300mAmp for the wired unit
and 500mAmp for the wifi unit.

a) Turn ON your power supply and check the polarity of the wires

b) Check (by using DVM) that your power supply voltage is in the range of 12-24 Volt DC.

c) Turn OFF your power supply

d) Attach the (+) wire to the RED power wire of the WiseEye power cable.

e) Attach the (-) wire to the BLACK power wire of the WiseEye power cable.

f) Turn ON the power supply

g) Wait a few seconds and verify that the relevant RJ45 port led in the router is turned ON.

h) After about one minute the WiseEye unit should have an IP address assigned by the
router. It is now ready for operation.

6.3.4 Checking the IP address of the WiseEye Unit

There is a large variety of Ethernet router types and vendors. Usually each router has WEB
based GUI for management. Use the user manual of your specific router to identity the IP
address assigned to the WiseEye unit.

You can get this information in a section or button related to “DHCP clients”. Selecting this
option will display table of the DHCP active clients list. The client list includes the Viewing
Station and the WiseEye units, each with its specific IP address.

Make sure there are no other computers or devices connected to the router. If the only devices
are the WiseEye sensor(s) and the Viewing Station, the clients list will contain the following IP
addresses:

For wired WiseEye, there are two types of IP addresses in the active list table:

The IP address of the Viewing Station (see 5.3 above)
The IP address(es) of the WiseEye sensor(s)

If you install wireless WiseEye (WIseEye-B), you may get at least three IP addresses in the
active list:

The IP address of the Viewing Station
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The IP address(es) of the integrated WIFI module(s) of each WiseEye sensor(s). These
are named in the table as “AirBorn” (only in some production batches).

The IP address(es) of the WiseEye sensor(s) — these are the IP _addresses that are
used to communicate to the WiseEye sensor(s).

Another way to identify the IP address of the WiseEye is by checking the MAC address of each

item in the DHCP active clients table. Some routers display the MAC address beside each IP
address.

Important Note:

EMZA’s MAC address takes the form 00-1B-89-XX-XX-XX, where:

00-1B-89 is EMZA'’s identification code, and
XX-XX-XX is the specific WiseEye identification.

6.4 Connecting WiseEye Over WAN

The WiseEye sensor can transmit alerts over WAN to a remote ECU. One strong
recommendation is that this option will be used in cases where only one or two WiseEyes
are used at each site . The following chart shows the typical network architecture in this case.
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In this case, it is required to have a STATIC IP ADDRESS for the WAN access at the router at
each site as well as for the router at the ECU remote location. You need also to set specific
ports in the router and “forward” them to the IP address of the WiseEye.

6.4.1 Network Configuration Of WiseEye Over WAN

In order to connect the WiseEye to a remote ECU it is necessary to setup the local router that
is connected to the WAN/Internet as following:

Your WAN router should have a static IP address from your ISP
The WiseEye should be configured with a static IP address in the LAN
The WAN router should be configured to forward the following ports to the WiseEye
static IP_address :
o Port22
0 Port 6666 (it is possible to change this port via the WiseEye parameters GUI).
o Port 80 (it is possible to change this port via the WiseEye parameters GUI).

NOTE
In order to connect a WiseEye to a remote ECU it is necessary to configure the remote
ECU for each remote WiseEye. Please follow the ECU user guide for more details.
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7 Viewing WiseEye Alerts
Current version of the WiseEye and the WiseView tool supports the following platforms:

Windows XP
Windows 2000
Windows Vista
Windows 7

There are two basic options to connect your WiseEye sensor to your laptop or PC.

Link via router with DHCP enabled
Direct network link between the WiseEye and the laptop/PC. In that case the WiseEye
should be configured with STATIC IP

7.1 Link via Router

Use wireless or wired router with DHCP
enabled to connect your laptop and the
WiseEye sensors to the same LAN.

Set the router's DHCP IP range, for example
192.168.112.100 — 150

To configure a wireless router set the
SSID parameter to “emzaecu”.

The wireless WiseEye (WE) was set
to search for wireless network with
the same SSID name.

7.2 Direct Link - Static IP Address
In this case you need to connect the CAT5
cable directly from the WiseEye sensor to your
RJ45 connector in your PC/laptop. Usually the
default static IP address of the WiseEye sensor
is configured in the following range:

192.168.112.XXX

Where XXX is the specific IP address as
configured before shipping from Emza.

In this mode you can connect both the

WiseEye sensor and the Viewing Station to

local Ethernet switch ports instead of directly to

each other. To connect to the WiseEye

sensor, you need to set your laptop network adaptor to an IP address in the same IP range -
192.168.112.yyy
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8 The WiseView Alert Viewer

Emza’s WiseView alert viewer is a Java based utility that communicates with the WiseEye unit.
The WiseView is used as testing tool only. Once connected to the WiseEye unit, the viewer
displays received alert data and images in real time. The WiseView performs two additional
functions:

Record alert image to pre-defined storage location on your HD
Displaying past alert images stored in your HD

To activate the WiseView, simply select the C:\EMZA\WiseView folder and double-click on the
WiseView.bat icon. The WiseView display will appear on your screen (see bellow)

8.1 View alerts via the WiseView Alert Viewer

Emza’'s WiseView is a Java based utility
that communicates with the WiseEye unit.
Once connected to the WE unit, the
viewer displays received alert data and
images in real time. The WiseView
records alert images to pre-defined
storage location on local HDD folder as
defined for each specific WiseEye sensor.

Use the following steps to activate the
WiseView:

1. Type the I[P address of the
WiseEye unit in the IP field as
shown below; make sure to set the
port as defined in the WiseEye
home page.

2. Press the “Connect” button located
left of the IP address field. Now the
viewer is connected to the sensor,
and the button caption will change
to “Disconnect”. After a few
seconds the viewing window will
display the captured image.

3. To store images on local HDD,
press the “Browse” button to select
folder on the HDD for image
storage.
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4. For recording press on the “Record” button (will become RED)

If you want to change the WiseEye parameters setup:

1. Click on the CONFIGURATION button.

2. This will disconnect the WiseView and activate the web browser to display the WiseEye
home page.

3. Modify your parameters setup, save it and close the browser.

4. Press again on the WiseView “Connect” button.
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9 WiseEye Web Page

Once the WiseEye location is fixed, within a few seconds, without any setup or

configuration, true Plug N’ Play,

the sensor will start to send alert images in real time. Each
alert image shows the detected object with graphic rectangle overlay.

To get access directly to the WiseEye web page, you need to type in the browser’s address
field the IP address of the sensor. For example if the IP address is 192.168.112.103 you have
to type the string: http://192.168.112.103 in the URL line in your browser.

Incoming PLAY (live mode)

frame rate

1

Communication
Status

Display picture
in full screen

N

Name

Status Line

IP Address

Alerts Status

Detection Mode:
Enabled/Disabled/By-Schedulg

Configuration Buttons
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The WiseEye web page contains the Viewing Window , a Status Line , and the Configuration
Buttons . Alerts will be displayed in real time. On the top left you have the Play symbol.
Clicking this symbol will set the WiseEye into Live Mode, where the WiseEye will run on
continuous viewing like a live camera. On the bottom of the page you will have the Masking,
Trigger, Depth and Setup buttons.

The Status Line:

Alert Status : The WiseEye displays its state using an icon in the upper left status line.
In normal mode, the radar is spinning — the WiseEye is searching for alerts.
When an alert is detected, the icon switches to a red siren.

Connection Status : The WiseEye displays its connection status at all times:
Camera with green : Connected ok
Camera with red X: Disconnected, attempting connection
Camera with green and “lock” symbol: Connected and Secured
Camera with red X and “lock” symbol: Disconnected, attempting secure connection.

Incoming Frame Rate : The WiseEye graphically displays the incoming frame rate. Each
green bar stands for a higher incoming frame rate. Max is 15 fps.

Detection Status : The WiseEye displays its detection status, and allows immediate change.
Normal green eye: Detection is ON
Eye with red X: Detection is OFF
Eye with green clock inside: Detection is ON, according to schedule
Eye with red clock inside: Detection is OFF, according to schedule
Clicking the eye will immediately change the detection state.
i. Note 1: Allow around 30 seconds for detection to start alerting after enabling
manually
ii. Note 2: Be cautious with clicking the eye, as a WiseEye left in detection mode
OFF will not issue any alerts!

Play Button: The WiseEye can enter “Play” mode where it simply sends images at the
maximum frame rate allowed.
a. Clicking the “Play” button will start sending images
b. Clicking the “Pause” button will stop “Play” mode and return to normal.
c. If the webpage is closed while the “play” was left pressed, the WiseEye will stop
sending images after about 1 minute.

Full Screen Button: The WiseEye Monitor can show the images from the WiseEye in
Fullscreen mode

a. Clicking the “Fullscreen” button will show the images on the whole screen

b. Pressing any key on the keyboard will stop “Fullscreen” mode and return to normal.

Name: The WiseEye displays its name as defined by the user
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IP: The WiseEye displays its LAN IP, and if being viewed over WAN — displays also the WAN
IP in parentheses.

The WiseEye sensor sends two types of images:

- Alert Images — display detected alert. The alert area is marked by one or more green
or red rectangles. In case of large alerts, the entire image is marked.

- Monitoring Images - periodical “OK images” are shown. The period can be
predefined by the user, and reconfigured by the operator during the regular
operation.

When in Live mode, the WiseEye transmits a continuous sequence of images. See Chapter 10
for more details on configuring the WiseEye.

Bellow the Viewing Window you will find three special FOV functions that define different
behaviors of the sensor in different areas of the FOV.

9.1 Masking

Select the masking button
bellow the image window.
Click the mouse left button
and paint (mask) different
areas of the FOV that you
want the sensor to ignore
any activity within these
areas. In any painted area,
all moving objects within this
area will not generate alerts.
While panting, you can
increase or decrease the
brush width (bottom right of
the image frame). To end
the masking presses the
Apply button.

Once you've finished
masking the various areas,
the masked area will be
shown as semi-transparent
gray color on the sensor’s
FOV (you can make it
invisible through the
Setup/Viewing options).
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9.2 Trigger

Select the Trigger
button below the image
window. Click the
mouse left button and
start  painting (red
color). Any painted
area will be marked as
trigger area. All moving
objects which touch
this area will trigger an
alert event. Once
finished, the trigger
area will be shown as
semi-transparent pink
color. Use “Erase” or
“Clear All” to modify
your settings. Click on
the Apply button when
you've finish the trigger
area painting.

9.3 Depth Of View and Skyline

The Depth Of View option allows you to define the minimum object size in the top and bottom
parts of the FOV you want to detect. This option will allow the WiseEye to filter smaller sized
objects (e.g. pets) close to the bottom and still detect smaller size objects close to the top (e.qg.
human).

Emza Visual Sense Ltd. 3 Hayozma St. Kfar Sava 44422 Israel Voice: 972-9-7679333 Fax 972-9-7653550




EMZA Visual Sense Ltd.

By selecting the Depth, you will get the following display. Selecting the TOP or BOTTOM and
then selecting the up/down arrows allow you to increase/decrease the width and the height of
the BOTTOM and TOP minimum object sizes. You can also directly resize the purple
rectangles by “dragging” them.

9.3.1 The Skyline option

Another option that is available to filter possible alerts in the horizon of the FOV, by using the
Skyline option. It allows you to define masked skyline area on the FOV top area. Using this
option will effectively mask any objects detected above this area and thus eliminate
unnecessary alerts.

Select the Skyline option and then use the UP/DOWN arrows to define the skyline area, or
directly drag the line up or down.
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9.4 WiseEye Setup

The WiseEye web page displays a tree structure of categories, where each category contains
parameters related to that category.

There are five categories: General, Communication, Events, Output, and Maintenance (for
Emza use only)
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9.4.1 Configuration
In this tab you can configure general WiseEye parameters as shown bellow.

The gray fields are set by the system.

The Name and Description are used to describe the specific unit.
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The Security check box is used to configure the unit to operate in secure mode. In this mode
user name and password is required to access the unit and all data communication with the

unit is encrypted.

The Export/Import allows you to
save/restore WiseEye parameters on
your PC.

Once clicking on the Export button
you will be prompted to select the
location on your PC to download the
WiseEye parameters file that contains
the WiseEye configuration data.

To import the saved
settings, click on the
Import  button. You
will get the dialog on
the left, which allows
you to select which of
the parameters from
the configuration file
you would like to
override the existing
parameters of the
WiseEye.
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The Upgrade Firmware button allows you to upgrade the WiseEye firmware to newer versions
when available.

9.4.2 Schedule

The WiseEye does
not support an internal
real-time clock (RTC);
however, it has the
ability to synchronize
its time with any NTP
server that is
accessible.

After synchronization,
the time is adjusted
according to the given
time zone. This allows
for defining a
schedule for turning
detection ON or OFF
at any given time.

In order to activate the
Scheduler, you need
first to enable the
time synchronization
where you define the
NTP server the

WiseEye unit will communicate to retrieve the current time data. You can use either standard
internet time server or the local ECU as the time synchronization device.

a.

When “Time Synchronization” is enabled, the time is synchronized at boot time. It
will continue to try endlessly on failure, every 10 seconds. Re-sync will be done
every 10 minutes.
On any change in any of the NTP parameters, the sensor will reboot.
When “Schedule” is enabled, the WiseEye will check every minute if there is a
schedule event scheduled for that minute. If so, it will turn on/off the alerts detection
algorithm.
WiseEye scheduling and ECU scheduling are independent of one another and can
be activated individually or simultaneously.
Scheduling time formats:

a. 24-hour based, i.e. 00:00 — 23:59

b. Up to 4 time values can be inserted to each cell in the table, separated by a

comma (no spaces), e.g.: 11:00,23:59,03:11,19:19
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Defaults are:

a.

®Pooo

The default NTP server should be the local ECU. If this does not exist, it is possible
to sync with any Web-based NTP server (default is 0.pool.ntp.org).

Currently the default mode of time sync is OFF.

ECU of version 949b11 and higher support NTP time synchronization.

Default time zone is UTC+0.

Scheduling is disabled by default, and all time values in the schedule table are
empty.

For example:

a.

b.

In the above screenshot, the WiseEye’s time is configured using a web-based NTP
server (0.pool.ntp.org), and the time zone is UTC+2 (Israel).
The WiseEye’s detection schedule is configured to detect only at night time:
i. Each day detection is turned ON at 19:00
ii. Each day detection is turned OFF at 08:00
iii. Special case is Friday where detection is turned OFF at 14:00 and resumed
ON at 16:00 (siesta...)
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9.4.3 The Video Channel (For WiseShield productli  ne only)

This page is used for the WiseShield product line which uses analog/IP camera channels as
input. This set of parameters enables modifications of the video channel parameters, which
depend on the channel type.

See screenshot bellow.

WiseShield-04 enables 4 analog video cameras inputs, numbered O to 3.
WiseShield-16 enables 16 analog video cameras inputs, numbered O to 15.
WiseShield-IP enables IP cameras inputs.
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For analog cameras you can select either PAL or NTSC video standard. Pay attention that
you should inform Emza type of video cameras standard you plan to use, prior to shipment of
the system from Emza.

For IP cameras, you need to enter the IP address and format. For example, for a simple
MJPEG stream from any Axis camera use:

IP Address: http://<IP>/mjpg/video.mjpg?resolution=vga&fps=10

Format: MIPEG

9.4.4 The Network

The WiseEye is an IP device,
that can operate with a static
IP address or a dynamic
one, where the IP address is
assigned by the local DHCP
server. Once you set it to
work with STATIC IP you
need to set all the other
parameters - netmask,
gateway and DNS.

In this setup page you can
select using either Static IP
address or use DHCP.

The Listening Ports are
used to enable setup and
view of the WiseEye
parameters through the ECU
GUI or remotely over WAN.
When the http port 80 is used
by other applications or
devices, you can set it to a

different port number
(recommended port number
over 1000).

The ECU IP address defines the IP address the WiseEye should communicate to transmit its
alerts.

IMPORTANT: It must be configured correctly for upgrading sensors from the ECU.
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9.4.5 Events

This section contains some of the most important parameters setup of the WiseEye, it is

organized by groups.

static alert for”) and it is not marked by colored frame any more.

9.4.6 Alerts
This tab contains Alerts
configuration setup.

Minimal Alert Length —
define minimum time
before suspicious moving
objects can be defined as
alert. Time is defined in
milliseconds. Default is 500
ms.

Static Alerts
The WiseEye unit identifies
objects that stopped
moving for a minimum
number of seconds (“Static
alert after”).

Then you can define
minimum number of
seconds until the stopped
object is learned as part of
the background (“Keep

To view only STATIC objects you need to check the “Draw Static alert only” under Viewing

section.

Unification — This feature allows unification of several successive alerts where the time
between the end of one alert and the beginning of the following alert is less than the time
defined by the user in this field. The time is measured between the end of the post alert of the

first alert and the beginning of the following alert.
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9.4.7 Detection

In this section you can
define some of the
physicals filter you
can use.

Minimal Object Size
In this section you can
select the minimal
object size policy you
want to use. You can
select to use:

Depth Of View

mode as
configured through
the “DEPTH”
button, for variable
minimal object
size.

Global  minimum
object size through
all the Field Of
View.

The Global min size
slider defines the
following minimal
object size in pixels

0:2x2
but at least 8 pixels.
1:5x5
2:10x10
3: 15x15 and so on...

Direction

The Direction parameters allow you to define object movement direction to be alerted.

You can define it either by specific movement direction or by filtering out movement in specific
directions and alerting movement in all other directions.

The direction is specified by setting the clockwise direction (1..12).

For example if you specified under the Detect filed “3, 9” the WiseEye will alert any object that
moves only toward the 3 O’clock (right-wards) and 9 O’clock direction (left-wards). All other
movement directions will be ignored.
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9.4.8 Filters

This section allows you to
define several filters you want
to activate to reduce false
alerts. Pay attention that using
“strong” filtering may affect the
detection rate as well. Using
the filters is always a
compromise between good
detection rate and minimum
false alerts.

You can use automatic filters setting by using the slider on the top of the frame. It gives you
setting of 5 levels of filtering sensitivities which is good enough for most cases.

Using the “Automatic Filters” slider is the recommended
way to change filtering levels, if necessary

The default filtering level is “Filtering Level 1", which has most of the filters enabled. This
allows for good filtering immediately on installation day. One can increase filtering levels to 2,3,
and 4 if the scenes are harder. In most cases levels above 2 are not needed.

In extremely clean environments with the need for maximal sensitivity one can lower filtering
level to 0 — which is basically almost no filtering at all.

Emza Visual Sense Ltd. 3 Hayozma St. Kfar Sava 44422 Israel Voice: 972-9-7679333 Fax 972-9-7653550




EMZA Visual Sense Ltd.

Alternatively you can set
the filters manually (check
the box on the top right
corner). For example, if
you click on the “motion”,
you can chose from the
“Value” drop list the lower
value of the motion filter,
you will be able to select
the lower and the upper
limit of the motion filters as
you can see bellow.

9.4.9 Filters Description:

a.

—h

Masking,

Trigger : Specify

if masking/trigger

are enabled, and

which mode

Too Large:

When enabled,

filters out objects

that are too large

and short. This can help filtering bugs on lens, and birds flying close to lens.
Distance : Increases detection at far distances. Advised to be used only in clean
scenes.

Motion : Defines scene motion levels. The WiseEye sensor uses a proprietary
Adaptive Motion filtering algorithm. This algorithm automatically adjusts itself to have
low motion levels in areas with less movement and high motion levels in noisy areas
of the background. To set this dynamic range of sensitivities throughout the FOV,
the unit has a minimum and maximum filtering motion levels. When enabling this
filter you can select the range of filtering levels from Lowest to Strongest.

Night Insects : Specifically designed to filter out night bugs under IR illumination.
Car Lights : Specifically designed to filter out abrupt lights, generally from cars at
night.

Light Switch : Determines if the events of extreme lighting changes, such as turning
on or off a light switch, are regarded as alerts or should be filtered.

Trees: A statistical filter that filters out leaves and branches movements, and in
general small movements of the background.
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Extra Shade Filter: When enabled, enhances filtering of shady movements.
Good for use if there is a lot of noise (trees or shades or lights) in the
detection area.
Max Speed : Defines the maximum allowed speed
i. Clouds : Specifically designed to filter out lighting changes due to clouds movement
j.  Rain: Specifically designed to filter out rain drops in IR illumination, or in general
objects that are way too long and narrow to be real.
k. Too Fast: When enabled, filters out objects moving too fast, such as birds or bugs.
|. Dark, Bright: Filter out objects which are dominantly dark / bright
m. Size: Increases sensitivity to large objects. Specifically designed for close-range
movements, such as hand gestures in front of the sensor. When a sensor is installed
at the best height (3-4 meters) this is not needed. A sensor installed in a room — will
benefit from this.
Strict Geometry : Relevant only when Depth is defined — filters out objects
that are way too large compared to the depth definitions. A strong filter — that
is advised if your depth definitions are more or less tuned correctly.

With easier scenes setting the automatic filter control Filtering Level 1 is recommended.

With tough scenes (large tree movement’'s, lots of shadows) setting Filtering Level 2 is
advised. Only for extreme cases, Filtering Levels 3 and 4 should be used.

Remember that if you masked out the problematic area (using Masking or Trigger areas), you
can allow yourself to be less strict with using filtering levels, allowing no motion at all, or at
least a minimum.

9.4.10 Viewing

In this section you can define the way you want to view the alerts. Normally the unit transmits
images only when an alert is detected, but you can set it to work in live mode (“Continuous
Viewing”)

You can define pre/post alert times and FPS. The WiseEye has an internal buffer for storing
pre-alerts images.

Text Overlay: The WiseEye has the ability to draw a text overlay on the images. This text can
include the sensor name, and the date/time (if connected to NTP server).
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When text overlay is enabled, all images will contain a text overlay:

Name: sensor name

Date/Time: current date/time, if “Time Synchronization” is enabled and the time is
set.

Size: Small / Large

Location: Top / Bottom and Left / Center / Right

Background: Transparent / Black

By default, text overlay is disabled. When enabled, defaults are:
- Name is displayed
Date/Time is displayed
Size is Large
Location is Top-Center
Background is Black
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Alert Frames: Graphic overlay for
Verification

The WiseEye can draw colored
frames surrounding the object
which caused the alert.

When enabled, the WiseEye will
draw a frame around the object
which caused the alert.
The color of the frame
can be chosen to be red
or green
The shape of the frame
can be:
o Bold rectangle
o Thin rectangle
o Circular
Spotlight : when enabled,
the area in the alert frame is lit, while the rest of the image is darkened. This causes
a spotlight effect.
Static Alerts : Once an alert stops moving it becomes “static” and will change its
frame color (by default to green, depending on the color chosen for normal alerts).
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Draw Static Alerts ONLY : When enabled, will show only objects that are defined as
“Static Alerts”, i.e. were detected as moving alerts, and then stopped moving.

Alert Frames is enabled by default:
- Color is Red
Shape is Bold Rectangle
Spotlight is disabled
Static Alerts color is Green
Draw Static Alerts ONLY is disabled

9.4.11 Notification

The notification section lets
you define the way you want
the WiseEye sensor notify
you when an alert is
detected.

94.11.1 Dry Contact
The WiseEye can

communicate with an
external IP-based dry
contact unit. This allows alert
notification via dry contact,

and application modifications
due to dry contact inputs.

When enabled, the WiseEye
will periodically (every %
second) communicate with
the dry contact unit that is
defined by the user, and acts
accordingly. Currently we
support 3 dry contact
devices:
a. Damocles MINI: 2
outputs channels and 4
inputs channels.
b. Sealevel Seal/O 450E: 16 output channels.
c. Sealevel Seal/O 420E: 8 output channels and 16 input channels.

Any device that supports the Modbus/TCP protocol will work as well, although this is subject to
testing. A WiseEye can change the output status of a single channel and can read the input
status of a single channel. Channel numbers are defined by the user, according to the dry
contact unit type. Channel number “-1” is regarded as “don’t use”. Refer to the documentation
of your dry contact unit regarding channel numbers.
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Input modifications:
The WiseEye can be controlled using the dry contact inputs to do one of the following:
a. Turn detection on/off
b. Turn Live Mode on/off
c. Turn Dry Contact Output on/off
The definition of what is “on” and what is “off” is defined by the “Normally Closed/Open”
parameter.

For example, if defined for “Normally Open”, and “Turn Detection ON/OFF”, the WiseEye will
turn detection off when a signal is read on the channel, and turn detection on when there is no
signal.

Output changes can be done using 2 policies:
i. Level (Total alert time policy): Output is turned ON when an alert starts and
turns OFF when the alert ends
ii. Pulse (Spike-Rearm policy): Turn ON when alert starts for X seconds
(defined by user). This is the Spike. When the Spike ends, turn OFF, and
wait Y seconds (also defined by user) in which the output will be OFF even
if there is a new alert. After this time only a new alert will trigger ON again.

A “Test” can be issued from the GUI to test dry contact functionality.

Note:
Once a “Test” is performed, the functionality is enabled from that moment on, even if the test
failed, and even if no “Apply” was pressed.

Dry contact is disabled by default. When it is enabled, defaults are:
- Server IP address is empty
Port is 502 (Modbus/TCP port)
Duration policy is “Total alert time”
Input and output channels are -1
Input action is “None”
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9.411.2 Email

The WiseEye can send
an email on an alert
event. The email can
have an image and/or a
short video clip attached.

When  enabled, the
WiseEye will send an
email notification
containing some details,
and an optional single O
image from the alert
and/or a short AVI clip

(10-20 frames) showing
the alarm event.

An IP route to the email
server is,  obviously
necessary. If the server
is web-based (like
Gmail), an internet
connection is needed.

Currently supports
authenticated SMTP
protocol only. The user
can add any text
message he/she wants to the email body.

The email subject contains:
The WiseEye name
Date and time, if “Time Synchronization” is enabled and the time is set.

A “Test” can be issued from the GUI to test email functionality.

Note:
Once a “test” is performed, the functionality is enabled from that moment on, even if the test
failed, and even if no “Apply” was pressed.

Default setups are:
a. Email notification is disabled by default
b. When enabled, defaults are:
SMTP server is empty
SMTP port is -1 (use default, which is 25)
From account is empty (the sending account)
Password is empty (sending account password)
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To address is empty (the destination email address)

Message is empty (added text to the message)

No image is attached

If attached, the default image is the 3™ image in the alert sequence of
images.

No clip is attached. Default clip FPS is 2.0

9.4.11.3 Twitter

The WiseEye can send
twitter notifications
(tweets) on alerts. These
tweets have an alert
image attached.

When  enabled, the
WiseEye will send a

“tweet” to a defined

twitter account for every O
alert using the TwitPic

API.

The WiseEye needs to
be able to connect to the
internet

The tweets contain:

a. The sensor name

b. Date and time if
“Time
Synchronization” s
enabled and the time
is set

c. A free-text message
defined by the user.

Twitter.com and the messages sent to the account’s followers will show the message with a
link to the alert image at TwitPic.

Currently attaching an image is mandatory.

A “Test” button can be issued from the GUI to test twitter functionality.

Note:
Once a “Test” is performed, the functionality is enabled from that moment on, even if the test
failed, or even if no “Apply” was pressed.
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Defaults:
a. Twitter notification is disabled by default
b. When enabled, the defaults are:
Twitter account is empty
Twitter password is empty
Message is empty
Attach image is enabled

Example of WiseEye alerts as
shown in www.twitpic.com
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9.4.11.4 TCP Message

One of the alert’s
notification methods can
be by sending a TCP
message to a third party
application.

The third party application
must have a STATIC IP
address, and should listen
to a specific TCP port as
defined in the GUI.

Once the TCP message is < >
received by the third party

application, it can pull the

alert stream directly from

the WiseEye buffer. The

TCP message is used as

a trigger for the 3 party

application to initiate the

pulling of the video stream
from the WiseEye unit.

The TCP message is
transmitted at the
beginning of the alert, so
the 3" party can start inmediately to pull the alert data.

The WiseEye can transmit the TCP message either in HTTP format or in XML format.

Depending on the 3" party application, you can select which data to include in the message —
Name/MAC address/DATE&Time/WiseEye Metadata.
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9.4.11.5 XML Message

Another method to receive the
alert’s notification directly from
the WiseEye is by receiving a
XML message using a third party
application.

The third party application must
have a STATIC IP address, and
should listen to specific TCP port
as defined in the GUI.

Usually, the third party
application that uses XML is a
central monitoring system that is
connected to many remote
customers that use standard
alarm system subscribers with
regular alarm sensors. Each
such a subscriber of the
monitoring center is assigned by
the monitoring company an
“Account ID” which can be used
also by the WiseEye's XML
messages.

Typical parameters of alarm system alarm sensor’'s “area” and “zone”. For systems that
support video, the WiseEye can transmit a video clip as part of the XML message. For
standard alarm system, the WiseEye can send only text messages, or a single picture (one of

the alarm event).

Emza Visual Sense Ltd. 3 Hayozma St. Kfar Sava 44422 Israel

Voice: 972-9-7679333 Fax 972-9-7653550




EMZA Visual Sense Ltd.

9.4.11.6 YouTube

One of the “hottest” features of the
WiseEye is to store the alarm video
clip on a specific YouTube account.

By using this feature, the customer
can use the YouTube as his on-line
personal alerts archiving service,
where all alerts are stored and can
be viewed from anywhere.

What you need is to open your
personal/business YouTube
account and type in the account ID
and the appropriate password and
the WiseEye will automatically
transmit a short AVI clip form each
detected event to YouTube.

You can configure the WiseEye to
send in parallel email message -
and once you get the email, you
can access the YouTube account
and view the alert event.
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9.4.12 Video Configuration

Once the WiseEye detects
an alert event, it starts
generating the video output
through the IP connection.

This setup page allows you
to configure the video out
from the WiseEye unit.

The Size defines the video
output format; you can
select VGA or QVGA,
where the QVGA is used
when using lower uplink
bandwidth.

The Flicker Adjustment is
used to set the flicker
control rate to 50Hz or
60Hz, or let the WiseEye do
it automatically. We noticed
that in some cases, the
auto-set may not be good
enough, and a manual
setting could improve the
flickering, mostly in indoor
installations.

The WiseEye sensor changes the flicker control rate according to the given parameter value.
The Image Quality is used to define the compression quality of the JPEG frames.

The WiseEye provides MJPEG stream through HTTP or RTSP protocols.
Such video stream can be used to connect third party devices such as NVR and other third
party video servers. Regular IP camera can stream out video continuously. The WiseEye can

stream out video only during alert detection (you can use this option by checking the “Stream
alerts only” — disabled by default).
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9.4.13 Advanced

This section is applicable only for Emza technical support
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Appendix A — WiseEye Discover

The purpose of the WiseEye Discover is a stand alone Win32 utility that can be used to detect
Emza devices on your LAN during installation or troubleshooting.

It runs on your workstation PC and requires:
0 Windows XP 32-bit system.
o Installation of WinPcap_4.0.2. It is included in Emza CD or can be downloaded from
http://www.winpcap.org/install/bin/WinPcap 4 0 2.exe.
o Direct connection to the Local Area Network (LAN) of the Emza devices.

Installation:
a. Install WinPcap_4.0.2
b. Extract WiseEyeMonitor.zip to any folder
c. Double-click WiseEyeDiscover.exe

Operation :
a. Choose communications interface card on yur PC

b. Scan for WiseEye’s — Click the “Scan Now” button an d wait for the results
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c. Change Timeout button: In the case of slow networks, wireless units, or any other
suspicion of communications problems, it is recommended to raise the Timeout to
1000, 3000, 5000, and even 10000 milliseconds (default is 500).

Each line corresponds to a single device (WiseEye or ECU), detailing its MAC address,
IP address and status.

Open Monitor — starts the “WiseEye Monitor” application with the selected WiseEye's
IP.

View LIVE - starts the WiseView LIVE viewer application for the selected sensors

Set DHCP — Resets the selected WiseEye's network to DHCP. Can be useful when
WiseEye’s with static IP’s get “lost” due to wrong subnet, wrong gateway, etc.

Set Static — Sets the selected WiseEye's static IP.
Be extremely careful !! _ Set all static parameters correctly, as wrong settings can cause
the WiseEye to be “lost”

Set Parameter — Sets the selected WiseEye's parameter (by name) to a given value. It
is NOT recommended to use this feature

Reboot — reboots selected device(s)

Any Command - Do not use
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Appendix B - WiseEyeMonitor

The purpose of the WiseEyeMonitor utility is to provide access to WiseEye(s) from an
application, without the need to load the WiseEye web-page. The monitor application is exactly
the same as the WiseEye viewer as loaded from the web-page and described in this manual.

This utility runs on standard Windows PC machine (Windows / Linux) with Java Runtime
Environment (JRE) 1.6 or later installed.

Installation:
Extract WiseEyeMonitor.zip to any folder

Double-click WiseEyeMonitor.jar, or open using WiseEyeDiscover’'s “Open
Monitor”

Connection Dialog:

There are two options for configuring WiseEye’s — “single” and “multiple”.

1. Single - Use the “Connect Single” to configure 1 WiseEye directly

2. Multiple - Use the “Connect Multiple” to configure multiple WiseEye’'s at once — this is
extremely useful for changing a single parameter across all WiseEye’s in a site.

Single:

1. Enter the WiseEye’s details:
a. IP Address
b. TCP port (default is 6666 within the LAN)
c. HTTP port (default is 80 within the LAN)
d. Secure mode if enabled
e. Image protocol:
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2.

1. TCP (default)
2. HTTP (for MJPEG stream)
Connect Single !!
Additional feature enables recording of images: The application can record the
images sent by the WiseEye to a predefined location on your HDD storage.

Multiple:

1.

Your workstation PC / laptop MUST have direct access to the HTTP port of each of the
WiseEye’s. This normally implies that you must be on the same LAN (or forward the
relevant ports)
Enter the IP Addresses and HTTP ports of the WiseEye’s

a. Note: Different secure modes not supported yet.
Connect Multiple !!
For how to work with Multiple WiseEye Configuration, please see the WiseEyeMonitor User
Guide document.
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