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A Market Opportunity:  Real-time Intrusion Verification for Small/Remote Sites 

When considering a real-time intrusion verification capability for protecting outdoor sites such as inventory yards, production areas, power, 

telecom, water facilities, and transit locations, the choices have been limited to alarm (detection) systems and cameras/DVRs.  There are 

several combinations available (e.g., motion detectors tied to pan/tilt/zoom cameras linked to DVRs), but the bottom line on such systems is 

clear:  they are expensive to buy and operate AND their efficacy in preventing theft or damage is almost negligible.  Why?  Closer examination 

shows that the actual requirements for outdoor intrusion verification are quite stringent, and general-purpose devices such as cameras/DVRs, 

while excellent for recording, are very poor at detection and notificationτrequired elements for real-time response. 

The business process (i.e., from site to assessment to dispatch) requirements for outdoor intrusion verification are outlined below. 

1. Installed by low-voltage techs (affordability) 

2. Weather-proof operation 

3. Day/Night operation (low and zero light scenarios) 

4. Suppression of False Positives for scalable operations (hundreds of sites reporting to a single Monitoring Station) 

5. Detect over Extended Distances (up to 300 feet) 

6. Detect fast-moving events 

7. Send near real-time images over Internet infrastructures (5-10 seconds from intrusion event) 

8. Provide on-demand live and recorded event  viewing of the site for multiple-location assessing operators, including responders 

9. Addendum:  Cost-effective solar and portable powered solutions 

 

In contrast to other general-purpose solutions, Emza Visual Sense has designed and manufactured a purpose-built solution that solves both the 

business and systems issues associated with this difficult application.  By using a combination of commoditized hardware, sophisticated 

algorithms, and simple user interfaces, the Emza solution has actually prevented crimes from occurring by speeding Enforcement to the scene. 

About Emza Visual Sense 

The Emza team is led by Eitan Ramati, CEO, Zeev Smilansky, Ph.D., CTO, and Yossi Givati, VP of Product Development in Tel Aviv, Israel.  The 

company has deep knowledge in imaging systems, video compression, networking, and specialized algorithm development.  Additionally, Dr. 

{Ƴƛƭŀƴǎƪȅ ƘƻƭŘǎ ǎŜǾŜǊŀƭ ǇŀǘŜƴǘǎ όǇŜƴŘƛƴƎύ ǿƘƛŎƘ ŎƻƳǇǊƛǎŜ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ άwŜŘǳŎŜŘ wŜŎƻƎƴƛǘƛƻƴ !ǊŎƘƛǘŜŎǘǳǊŜέ ǳǘƛƭƛȊŜŘ ōȅ ǘƘŜ 9ƳȊŀ ǎƻƭǳǘƛƻƴΦ   

This team developed the WiseEye, an industry-first visual sensor, in 2007.  Early testing with Merkorot, the Israel Water Authority, showed 

excellent results, and the WiseEye was fully productized in late 2007/early 2008.  The current 2.7 software release has incorporated  both 

additional ease-of-use and new algorithm improvements that have caused industry analysts to take note. άWust concluded a test of a 

manufacturer, Emza, who focuses on intrusion detection video analytics for remote sites. It worked well and I like the focus. Narrowly targeted 

ǇǊƻŘǳŎǘǎ ǘŜƴŘ ǘƻ Řƻ ōŜǘǘŜǊ ŀǎ ǘƘŜ ŎƻƳǇŀƴȅ Ŏŀƴ ǊŜŀƭƭȅ ƻǇǘƛƳƛȊŜ ǘƘŜ ŦǳƴŎǘƛƻƴŀƭƛǘƛŜǎ ŀƴŘ Ŏƻǎǘ ŀǊƻǳƴŘ ǘƘŀǘ ƴƛŎƘŜΦέ  John Honovich, Principal, 

IPvideoMarket.info. 

The company received its second round of funding in 2008 from Athlone Security Group.  Sales and Marketing are global, led by Moshe Carmel, 

VP Sales and Marketing, and Mark Premo, Manager of US Sales Operations in Seattle, WA.  Products are sold both directly to Early Adopters 

such as British Petroleum (three different business units) and Con Edison, as well as DHS suppliers and security integrators. 
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The remainder of this White Paper is devoted to detailing how the WiseEye addresses the requirements above; it also points out how 

competitive systems and/or technologies fail in these crucial elements. 

1. Installed by low-voltage techs (affordability) 

Functionality aside, a security system needs to be priced reasonably to be widely deployed.  To keep both 

hardware and installation costs reasonable, Emza has combined what were previously multiple product 

functions (detection device, camera, encoder, weatherproof housing) into a single unit called the WiseEye 

(pictured at left).  WiseEyes are thus fixed-lens IP devices (wired or WiFi IP network) that can be deployed 

by electricians or other low-voltage techs at a site in less than a day.  WiseEyes provide the lowest cost 

real-time detection, notification, and live viewing system on the market.  For example, the total cost 

(including installation) for such a system protecting  a 100 ft. square site (operating in day/night 

conditions) is less than $4000.  Certainly less expensive than outdoor camera/DVR design and install. 

Emza understands that power infrastructure (constant 12 VDC) is a CapEx cost that cannot be avoided at 

the present time.  And there are times when solar options will be higher cost as well.  Typically these 

costs are considered reasonable when compared to the potential loss from theft or vandalism (a thief 

stealing $150 worth of copper often destroys the $10,000 air conditioner in the  process). 

 WiFi WiseEye installed on a fence    

         

2. Weather-proof operation 

 

WiseEyes are fully outdoor-rated (IP66) and can withstand all forms of weather.  

Further, should a WiseEye be damaged or fail, a replacement unit can be 

installed in minutes.  This contrasts strongly with CCTV systems (closed circuit 

television) which are expensive to build and support since they are installed and 

maintained by specialists.   

²ƛǎŜ9ȅŜΩǎ ǘŜƳǇerature range is from -40 F to 1540 F. 

 

 

{Ƙƻǘ ŦǊƻƳ 9ƳȊŀΩǎ Ltсс /ŜǊǘƛŦƛŎŀǘƛƻƴ ¢ŜǎǘƛƴƎ 

 

3. Day/Night operation (low and zero light scenarios) 

 

 

WiseEyes are available in both low-light (2 LUX or greater) and IR-sensitive models.  The IR-sensitive 

models can be supplemented by low-cost IR illuminators for zero-light detection.  The illuminators 

ǾŀǊȅ ƛƴ ƛƴǘŜƴǎƛǘȅ ŀƴŘ ŘƛǎǘŀƴŎŜΥ  ŦƻǊ ŜȄŀƳǇƭŜΣ ŀ Ϸсф ƛƭƭǳƳƛƴŀǘƻǊ ǿƛƭƭ ŜȄǘŜƴŘ ŀ ²ƛǎŜ9ȅŜΩǎ ŘŜǘŜŎǘƛƻƴ up to 

approx. 120 feet in the dark. 

 

Generally, accepted practice is to divide the stated range of the illuminator by 2 to arrive at an 

acceptable detection range.  Thus a 380-foot illuminator will yield a 190-foot WiseEye detection 

rangeΦ  /ŀǊŜ Ƴǳǎǘ ŀƭǎƻ ōŜ ǘŀƪŜƴ ƴƻǘ ǘƻ ŜȄǘŜƴŘ ǘƘŜ ǊŀƴƎŜ ǎƻ ŦŀǊ ŀǎ ǘƻ ȅƛŜƭŘ ŀ ŘŜǘŜŎǘƛƻƴ άƳŀǎǎέΥ  that is, 

an object that cannot be accurately classified by a human operator as a human, animal, garbage bag, 

etc. 

70-foot detection with IR illuminator 
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4. Suppression of False Positives for scalable operations 

 

By far the most difficult aspect of real-time ƛƴǘǊǳǎƛƻƴ ŘŜǘŜŎǘƛƻƴ ƛǎ ǘƘŜ ǇǊƻōƭŜƳ ƻŦ άŦŀƭǎŜ ǇƻǎƛǘƛǾŜǎΦέ  9ȄŀƳƛƴƛƴƎ ǘƘƛǎ ŜƭŜƳŜƴǘ ǊŜǉǳƛǊŜǎ ŀ ǎƘƻǊǘ 

summary of the available detection methods.  These are: 

 

1. Beam-based systems (IR, microwave) 

2. Video Motion Detection 

3. Video Analytics 

 

Beam-based systems transmƛǘ ƻƴŜ ƻŦ ƳƻǊŜ ǎƛƎƴŀƭǎ ǿƘƛŎƘ ŀǊŜ άōǊƻƪŜƴέ ōȅ ƛƴǘǊǳŘŜǊǎ ƻŦ ǾŀǊƛƻǳǎ ǎƛȊŜǎΦ  ²Ƙƛƭe widely effective in reducing false 

alerts from smaller objects (since two vertical beams need to be broken for an alert to trigger), these systems nonetheless are prone to false 

positives from hot and/or humid conditions.  

 

Video Motion Detection (VMD) is common feature of cameras.  On-board software inspects the scene for changes in pixels, and makes an alert 

decision based on degree of change seen.  Unfortunately the configuration levels of VMD are rather crude, and typically result in numerous 

(tens or hundreds) of false positives per camera per day from seemingly innumerable sources such as leaves, shadows, reflections, rain, snow, 

and more. 

 

Video Analytics refers to a deteŎǘƛƻƴ ŀǇǇǊƻŀŎƘ ōŀǎŜŘ ƻƴ ƳƻǊŜ ŜȄǘŜƴǎƛǾŜ ƛƳŀƎŜ ǇǊƻŎŜǎǎƛƴƎΣ ƻǊ ǎŎŜƴŜ ǊŜŎƻƎƴƛǘƛƻƴΦ  ¢Ƙŀǘ ƛǎΣ ǎƻŦǘǿŀǊŜ άƭŜŀǊƴǎέ ǘƘŜ 

entire scene and creates a backdrop across which objects can be more easily tracked and classified.  The benefits of this approach are a greater 

ability to identify and suppress spurious events (such as weather and lighting discussed above) while maintain high levels are positive detection. 

 

In the past, this power came at a high cost since it required 

both more robust processors and extensive training in the skill 

sets needed to configure such systems.  So both the hardware 

and install/support costs of this approach were prohibitive for 

the small outdoor site application, and were necessarily 

restricted to expensive critical infrastructure projects such as 

power plants, ports, and other highest-value locations. 

 

¢ƘŜ ²LǎŜ9ȅŜΩǎ Ŏƻǎǘ ŀƴŘ ǇŜǊŦƻǊƳŀƴŎŜ breakthrough has been 

achieved through 9ƳȊŀΩǎ ŀōƛƭƛǘȅ ǘƻ ŘŜǾŜƭƻǇ ǎƻǇƘƛǎǘƛŎŀǘŜŘ 

analytics functions on small, inexpensive processors through 

very lean algorithms.  As a result, it performs false positive 

suppression on a level with systems costing 3-5X more. 

In summary, WiseEyes support sophisticated software on-

board which filters out  99% of false alerts caused by weather 

and light.  This reliability enables a long-sought-after business 

model:  scalable monitoring of hundreds of remote site with a 

small Monitoring staff. 

 

 

 

WiseEye on-board analytics yielding zero false positives in an IR-illuminated blizzard 
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A detection tour-de-force:  positive detection amidst moving shadows 

5. Detect over Extended Distances (up to 300 feet) 

As mentioned above, beam-based systems are mature and fairly reliable detection devices (excepting during hotter periods).  Unfortunately, 

the nature of current off-the-shelf technology limits their use to approx. 40 feet in each direction.  Second, the detection area is literally a 

beamτwhich makes protecting open areas (as opposed to perimeters) a configuration challenge.   

  

In contrast, cameras sweep a video area, and can detect anything in that zone.  This makes cameras a preferred method for covering 360-

degree approaches or any area where a single detection boundary is long, on uneven terrain, or difficult to deploy systems to.   

 

 
Open area detection at 200 feet with IR illumination 

 

 

 

6. Detect fast-moving events 

 

A particular weakness of some other analytics systems is an internal requirement for n number of good frames of the object.   That is, if the 

object is not validated throughout various software processes, no detection is registered.  This leads to the very dangerous result of the false 

negativeτwhere real intrusions are actually missed. 

 

Because the WiseEye is running lean code (zero floating points) on a thin processor, the probability of missing an event is quite low. 
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Fast-moving person detected in (IR-illuminated) narrow area 

 

 

 

 

 

 

 

7.  Send and view near real-time images over Internet infrastructures 

Once the WiseEye has reliably detected an intruder, the second challenge is getting that image to a Monitoring Station for real-time assessment 

ōȅ ǉǳŀƭƛŦƛŜŘ ƻǇŜǊŀǘƻǊǎΦ  ¢ƘŜ ǇǊƻōƭŜƳ ƘŜǊŜ ƛǎ ōŀƴŘǿƛŘǘƘΥ  Ƴŀƴȅ ŎŀƳŜǊŀ ǎȅǎǘŜƳǎ άǎǘǊŜŀƳέ ǾƛŘŜƻ ƻǾŜǊ ǘƘŜ LƴǘŜǊƴet.  Unfortunately most sites 

have low-bandwidth connections (cellular, low-speed DSL) which cannot support streaming applications.  To overcome this ubiquitous 

limitation, the WiseEye has been engineered to transmit a series of JPEGs (or still pictures) over the Internet.  In this way remote Internet-

connected assessors receive the first images within 10 seconds of the intrusion, and can make a real-time determination of the threat.   

Alerts can be viewed via a number of devices and media formats: 

 ¦ǎƛƴƎ 9ƳȊŀΩǎ /ƻƴǘǊƻƭ {ǘŀǘƛƻƴ {ƻŦǘǿŀǊŜ ƻƴ ŀ ŘŜŘƛŎŀǘŜŘ t/ όǎƛƴƎƭŜ ƻǇŜǊŀǘƻǊ ƳƻƴƛǘƻǊƛƴƎ ŘƻȊŜƴǎ ƻǊ ƘǳƴŘǊŜŘǎ ƻŦ ǎƛǘŜǎύ 

 Via a Blackberry or iPhone-- with a browser or emailed Quicktime, MPEG4 media files 

 Via any PC with a browser 

 

  
 

7. Provide on-demand live and recorded event  viewing of the site for multiple-location assessing operators 

Operators also have the option of establishing an SSL session with the Emza Control Unit (ECU), a Linux appliance which acts as a storage 

gateway for all WiseEye events (pictured above; just below the WiseEye).  The ECU features an internal database and a secure web server front-

end for fast and convenient WiseEye live viewing and management.  Further it can be co-located with the WiseEyes at the remote locationτor 

serve multiple remote WiseEyes from a central location. 
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ECU Home Page shows thumbnails of each activŜ ²ƛǎŜ9ȅŜΦ  /ƭƛŎƪƛƴƎ ǘƘŜ ¸Ŝƭƭƻǿ ά[έ ōǳǘǘƻƴ ōǊƛƴƎǎ ǳǇ ƭƛǾe views 

Thus any party receiving an alert can, with a browser, web into the ECU to: 

 ±ƛŜǿ ŀƴȅ ²ƛǎŜ9ȅŜ άƭƛǾŜέΥ  ǊŜŎŜƛǾŜ Ŏƻƴǎǘŀƴǘ Wt9Dǎ ŦǊƻƳ ƻƴŜ ƻǊ ƳƻǊŜ ²ƛǎŜ9ȅŜǎ όōŀƴŘǿƛŘǘƘ ǇŜǊƳƛǘǘƛƴƎύ 

 Review any previous event by Date, Time, and/or WiseEye 

 

 
Event historical review via the ECU interface 

  

 

8. Cost-effective solar and portable powered systems 

Remote sites such as construction or illicit meeting areas often have cellular coverageτbut no constant power source.  In such cases, a solar 

panel/battery/charger combination can provide a semi-permanent, mobile intrusion detection capability in day and night conditions.  Emza has 

been approached by solar manufacturers to integrate solutionsτdue to the fact that the wired WiseEye only draws 2.5 watts of power.  This is 

in contrast to typical cameras which require 4-8X more wattage. 
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The range of solar solutions is fairly wide:  very small panels (without battery/charger) are available as well as 7/24 365 day systems which can 

operate without days of sunshine.  In addition, self-contained, re-chargeable 12 VDC battery versions as are available for very short term (1-2 

day) projects. 

 

Small 15-inch panel with 12 VDC for WiseEye, cellular modem 

 

Semi-permanent pole-mounted WiseEye supports 

IR illuminator, cellular modem for day/night operation 
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                              A portable, self-powered WiseEye package 

 

Conclusion 

 

Its low power, low-bandwidth, and low-false positive operational advantages make the WiseEye a unique intrusion verification product in the 

security industry.  By packing multiple functions (superb detection, efficient notification, live viewing, and event-based recording) into a 

weather-proof form factor that can be installed be electricians or low-voltage techs, the WiseEye truly changes the economics of protecting 

small and medium remote sites by eliminating extraneous equipment and long design/installation cycles associated with CCTV projects. 

 

In fact, one of our Security Providers has ŦƻǊƳŜǊ ǇƻƭƛŎŜƳŜƴ ƛƴǎǘŀƭƭƛƴƎ ǳƴƛǘǎ ŀǘ ǘƘŜƛǊ ŎǳǎǘƻƳŜǊǎΩ ǎƛǘŜǎΦ 


