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This document has been prepared by Emza Visual Sense Ltd ( the “Company”).
The purpose of this document is to introduce the Emza’s WiseEye ™ products,
technology and interfaces to its business partners and customers. so that they
might better understand the products and the company. All rights, including
copyright, in this document are owned by the “Company” .

Except where expressly stated otherwise, you are not permitted to copy,
broadcast, download, store (in any medium), transmit, show or play in public,
adapt or change in any way the content of this document for any other purpose
whatsoever without the prior written permission of the “Company” . Any
unauthorized copying of material from this document will constitute an
infringement of copyright.

For Support :

Email: yossig@emza-vs.com
SKYPE: yogiva
Mb : +972-54-6646635

Office : +972-9-7679333



EMZA Visual Sense Ltd.

PRELIMINARY

1 Introduction

WiseEye ™ is an autonomous visual sensor that is designed to protect assets in outdoor sites
such as water reservoirs, chemical storage containers, inventory yards, utility substations, oil
and gas tanks, pipelines, parking area, storage area—or any site with critical or expensive
systems.

automatically discounts environmental changes such as clouds, rain, wind, tree
movements, and shifting shadows.

As opposed to other video based solutions, the WiseEye sensor does not

; it sends out visual alerts (pictures) only when an alert situation is detected by the
unit. In all other cases no data is transmitted. The WiseEye is thus an event driven / event-
management system: events are transmitted in real time as they occur, and are also available
via a built-in web application.

1.1 How does the WiseEye System work?

" #

The local control unit is connected to a remote (off-site) control room, where alerts are
collected and handled by security operators. For large control rooms, it is possible to use the
customer’s control application by integrating EMZA alerts. Smaller operations can utilize
EMZA control room application (ECS — Emza Control Station) that collect and display alerts in
real time from multiple remote sites.

Emza’s Central Station Software can thus communicate with all the various ECUs in the
remote sites through the Internet, Intranet or corporate VPN.



EMZA Visual Sense Ltd.

PRELIMINARY

1.2 What is the Emza Control Unit (ECU)?

The ECU is on-site alerts recording device that controls and manage communicates with all
WiseEye units in the site. It is used as a gateway between the local WiseEye sensors and the
remote control room. The ECU provides on-site archiving and act as NVR that records all
alerts video clips generated in the site. In case of low bandwidth communicating line between
the remote site and the control room, the ECU is used as temporary buffer between the
WiseEye sensors (that do not have storage to keep alerts history) and the control room, Each
alert has its time and location stamp and is viewed as alert video clip via standard Internet
media player.

1.3 ECU Functions Overview

The ECU as on site alert management & control unit is web server that is accessed using |IE
web browser, there is no need to install any client application. Your PC or laptop can use
Internet Explorer and Java installed.

Some of the ECU functions are:

Continuous communication with WiseEye (WE) units in the site
Receive and record alerts clips from all WE units

Used as a Proxy for remote real time alerts monitoring.

Enables remote upgrade of WiseEye firmware

Stores alerts clips in local database for pre-defined period

Receives heart beat signal from all WE units

Manages local SQL database for each WE unit

Switches the alarm system ON/OFF based on a pre—defined scheduler
Used as a Proxy for remote setup local WiseEye units.

Enables ECU SW remote upgrade

Produces local alert reports

Communicates and sends alerts over the WAN to Remote Control Server
Proxy to the WiseEye home page

2 Configuring your ECU-WiseEye LAN
The ECU and the local WiseEye units should be configured in the same LAN within the same
subnet. During first time setup and configuration, you should connect your PC/laptop into the

same LAN.

To install WiseEye network you should prepare the infrastructure for the system which
includes:

0 Router/switch - Standard network router with optional wireless link (if you use
WIfi WiseEye sensors).
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o CATS5 wires - Standard CAT5 network wires from router location to each sensor
location. Pay attention that if the distance is more then 100m, Ethernet
specification requires to use a switch to extend the distance beyond the 100m.

o Power - 12DC low voltage power supply (500mAmp) to each sensor location.

0 Physical mounting — for sensor physical installation, including mounting arms
(standard camera holding arm)

o lllumination — if the system should work at night, it is required to prepare visible
or IR illumination, depends on the WiIseEye model you are using.

Network configuration varies from site to site, depending on local site constraints, various
parameters such as security requirements, physical location of the sensors, the size of the site,
power and network wiring etc. For communication from the site to the remote control room
over WAN you can use dedicated links (T1, cable, DSL, cellular etc.) or shared links with other
corporate LANSs.

2.1 WiseEye System over Dedicated Link

Any WiseEye system installed in the field consists of standard network equipment such
switches, routers, network cables etc.

Depending on the site size and number of installed sensors, the WiseEye network contains:

One or more WiseEye™ sensors

One ECU unit

Standard router with RJ45 ports with built-in DHCP server

One or more 100/10 Ethernet switches

Remote/WAN access - any type of IP based connection to remote sites.
UPS to minimize electrical grid interference

Emza DemoKit is basic system that includes 1 ECU and four WiseEye sensors. See
bellow chart describing basic network setup.



EMZA Visual Sense Ltd.

PRELIMINARY
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A more complex architecture is shown in the following chart. In this example we can see the
use of fiber converters to extend the distance between the furthest WiseEye units location from
the ECU to thousands of feet. The fiber converter is connected to a standard CAT 5 cable, and
transmits the network signals over the fiber cable to longer distance. At the end of the fiber
cable, an additional fiber converter is connected to regular network switch which is connected
to the WiseEye units in that location. In this configuration we see also that it is required to use
two ECU units to manage larger number of WiseEye units in the same site.
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. . Network Configuration
Wise & Example #2
Eye

FIBER cable
to extend distance
to X000 feet

FIBER
Converter

Up to 330 feet
DISTANCE

A : To remote RCS
[ ; server
Converter ———

Up to 250 feet Routgr

DISTANCE

Recomeded up to 250
feet DISTANCE

Up to 250 feet
DISTANCE

ECU#

2.2 WiseEye System over Shared Link

As mentioned above, the WiseEye system may share the uplink to the WAN with other
corporate networks in the same site.

In such a case it is required in most cases to isolate the WiseEye network from the corporate
LAN in the site because of security reasons and network protection. In that case it is necessary
to split the corporate local traffic and the WiseEye network traffic in the entry gate from the
WAN. Usually at that point router is used to control the incoming and outgoing traffic from the
WiseEye LAN. Use of pre-defined port forwarding rules or virtual server mechanisms enables
splitting of the incoming traffic based on port identifications of incoming requests.
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2.3 ECU Network Setup

The ECU is Linux based IP device that is configured with a static IP address. In certain cases
the DHCP server will be used to assign IP addresses to the WiseEye sensors; in other cases
we will use static IP addresses for the sensors. The ECU static IP address is used by each of
the WiseEye sensors as destination “alerts gateway”. Any workstation, laptop or other device
that will be attached to a local switch will be assigned with IP address in the same IP subnet of
the sensors and the ECU. The WE units automatically establish a communication link with the
ECU and send their alerts to the ECU IP address and receive requests/commands from the
ECU.

2.3.1 ECU LAN IP Configuration

The ECU is connected directly or via switch to local router. There are many routers vendors in
the market. You can use any standard wired or wireless router (of course if you need the router
to be installed outdoors you should select an outdoor weather proof router). Each vendor has
its own web-based Ul to configure the router. Carefully read the router’s user manual, in
particular the setup configuration instructions.
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The ECU and the WiseEye ™  can be configured by the user to any subnet. The ECU should
be configured with a static IP (which should be known to all WiseEye sensors) while the
sensors can be configured to operate either with static or dynamic (DHCP) IP addresses.

It is recommended to separate WiseEye LAN from any other user LAN in the site, in order to
prevent network communication conflicts or overloading while sharing the same LAN for other
purposes.

The default (factory setup) IP subnet used by the ECU and the WiseEye units is:

192.168.112.XXX
The ECU is configured with the static IP address:

192.168.112.100

The WiseEye units configured to the same IP segment and should receive IP address of the
following range:

192.168.112. XXX

Where XXX can range from 2 to 254

In any case if you prefer to work in different IPs  egments, follow the user
manual to change the ECU and the WiseEye IP address es.

In this document we will assume that we use the def ault IP addresses in the
subnet 192.168.112.XXX.

2.3.2 Router Configuration

To configure your router use the following instructions:

Use an Ethernet CAT5 cable to connect your ECU to one of the RJ45 ports of the
router (or to a switch that is connected to the router).

Connect your workstation/laptop to the local router/switch.
Login to the router’'s web page as described in the router’s user manual
Navigate to the DHCP section and enable the DHCP server option

For wireless networks (If you need to install WiseEye-WIFI wireless model) enable
the Wireless network option in the wireless router.
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To configure a wireless router, navigate to the router’s wireless configuration

section:

0 Make sure to enable and select all the 2.4XX GHz channel

o Disable any security option or 802.11b/g Protection option

o Set the SSID or ESSID parameter to be “emzaecu” _ (one word, lower case).
Important: wireless WiseEye units will not be able to communicate with the
ECU or computers unless this setting is configured.

Remove/disable any firewall protection or port access limitation from the router
(Reference the router’s user manual to find where the firewall options are available).

The routers enable the user to define the range of IP addresses that will be provided
by the router to devices that require IP addresses. The IP address range usually
takes the form: Start IP address: 192.168.2. XXX, Last IP address: 192.168.2.YYY
where XXX and YYY can be any value between 3 and 254. This IP address range is
crucial to normal operations.

Set the Router’s IP address in the LAN to be 192.16 8.112.1

Select the IP address range in the router such that the ECU static IP address will be
part of the same IP segment. Example: configure the router to operate in the range

192.168.112.3 - 192.168.112.253
When you connect your laptop or your workstation, you should follow these steps:

1. Go to Control Panel /Network Connections to select the network card that
is connected to the network in your work station.

Select the PROPERTIES option

Select the “General” tab as displayed bellow

Select the Internet Protocol option

Choose the “Obtain IP address automatically” option

Press the OK button

Press OK to exit from the network card setup

Wait a minute

QNOo O BEwN

See the following screen display:
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Choose the “Obtain IP address automatically” option

To check the workstation IP address

1. Goto START/RUN option

2. Type “CMD” and ENTER, it will open DOS like window

3. Type in the DOS window “IPCONFIG” and ENTER. It will display a result like the
following picture
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Once you have connected your workstation to the switch/router, make sure you have
connection to the ECU and the WiseEye units.

First, check your workstation IP address (Start>run>cmd) and then type the
command “IPCONFIG” in the DOS window. It will show your IP address.

Then check that the ECU is connected by typing the PING command in the DOS
prompt:

PING 192.168.112.100
This will reply with a response from the ECU

To check the IP address of the WiseEye, use the PING command to the IP address
of each of the WiseEye units.
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If one of the WiseEye units does not respond properly, make sure the network cable
and power cable of that unit is plugged properly to the unit and to the router/switch.

If you want to access the ECU from remote location over the Internet/WAN, you
must configure the “port forwarding” section in the router to enable remote access to

the ECU. See 2.3.3.2 for details.
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2.3.3 Router Ports Setup & Configuration

The WiseEye system supports many features. Some of the features are using specific TCP
ports for communication. These ports should be “open” and redirected from the router to the
ECU. If you are not familiar with router port setup please consult your IT support guy. In cases
where your router is managed by your local ISP you should ask your ISP technical support to
“open” the following list of ports in your router and “forward” it to the ECU IP address.

2.3.3.1 WiseEye Over WAN - Network Configuration

The ECU supports remote (off-site) WiseEye sensors that are connected to the WAN/Internet
through remote routers. The bellow chart shows the network architecture for WiseEye over
WAN

The ECU and the WiseEye are located in different sites as described in the above chart.
The ECU and the WiseEye sensors should use static IP.
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2.3.3.2 Ports Setup at ECU Location

Assuming you use the default ECU IP address 192.168.112.100, you should set in your router
the following port forwarding.

On-site router port setup from the WAN to ECU

Router TCP Forward to ECU IP Required for:
Location Port # address
ECU 22 192.168.112.100 | Remote technical support
location
ECU 8443 192.168.112.100 | Remote access to the ECU
location
ECU 80*/90 192.168.112.100 | a. Remote setup of WiseEye
location b. WiseEye over WAN system
ECU 6666 192.168.112.100 | a. Remote setup of WiseEye
location b. WiseEye over WAN system
ECU 3306 192.168.112.100 | Remote technical support
location

*If it is not possible to open port 80, you can sel  ect other port and make the

necessary configuration in the ECU.

For configuring WiseEye communicating with remote ECU over WAN, see section 14.5

2.3.3.3 Ports Setup at control room/remote location

In case you are using Emza Control Station (ECS) multi site management
system, you need to setup your router as following.
The WAN router at the control room should be config ured with STATIC IP
address supplied by your local ISP.

Router port setup at remote control room from the W AN to CS

Router TCP Forward to CS Required for:
Location Port # IP address

Control 7878 X.y.Z.W Getting alerts from remote

Room ECUs to CS application
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3 Browser Setup
3.1 Internet Options

Make the following changes in the workstation you are using the browser to access the ECU:

Go to the browser “Internet option/general” tab, click on the “Settings” button of
the “Browsing History” section, select the radio button “Every time | visit the web
page” option and click OK to close it. This step will ensure that no memory
caching is used and display alerts.

If you are using any kind of popup blocker, make sure your browser is not
blocking any popups.

3.2 Registry update in the clients Windows station

Run the registry patch supplied by EMZA on the station you are using to browse the remote
ECU.

After the above 2 steps, restart your workstationa  nd start using
the browser to access the ECU.

3.3 Mpeg Viewer

The ECU stores each alert event as video clip. In order to view these video clips, you should
install video coder on the station you are using the Internet explorer to view alerts retrieved
from he ECU.

On the ECU CD folder you will find the “k-lite” subfolder which includes the codec that is used
to view the video clips from the ECU. Just select the “klcodec442s.exe” and click on it, follow
the installation instruction. If you choose to download it from the web, it is recommended to use
the “standard pack”
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4 ECU Main Functions & Categories

The ECU is accessed via a standard web browser (Internet Explorer). To access the ECU,
you should use the station IP address of the ECU. Type the following address In your
browser:

https://192.168.112.100:8443/ecu/

This is the Login page. Use the following default user name and password:
User name — admin
Password — emzaadmin
Later, you will be able to add/remove users to access the ECU.
After the Login the ECU will display the ECU Home Page (see the example below of 12 sensor

system). The ECU home page is empty of images upon first visit (no sensor is attached to the
system):
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Example of an ECU home page with 12 sensors

The ECU is designed to operate autonomously 24 X 7 without user involvement in the process.
As you see the ECU GUI provides the following sections:

Home page
Alerts and events
Configuration
Support
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4.1 Sensor Activation
Once the ECU is powered ON, it starts looking for new WiseEye units in the LAN.
WiseEye units in the field can be in one of three states:

New installed — when first time the ECU identifies new sensor
Inactive — The sensor was acquired by the ECU but it is (temporarily) inactive
Active — Sensor is active and is fully monitored by the ECU

Moving from one status to another is done very easily in the configuration section. In order to
see the active WiseEye sensors select the “Configuration” tab to get the following page. You
will get the configuration options where the leftmost tab shows the active list of sensors as
shown below (one active sensor in the example)

New sensor was detected
Existing sensors
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To activate new sensor - highlight (Select) the new sensor and press on the “Activate
Selected” button Click the OK in the dialog box that appears and wait about a minute until the
successful execution message is displayed.

The new selected sensor(s) will be removed from the new installed section on the right and will
be displayed in the WiseEye sensors section (the left section) as displayed below. From that
moment the new activated WiseEye is under the control of the ECU. Any alert that will be
generated by the sensor will be received and stored by the ECU.

The new selected sensor was ad
to the list of active sensors
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4.2 ECU Home Page
Usually the ECU is operating as a “black box” that manages the alerts generated in the site.

After activating the relevant sensors, the ECU Home Page will display small thumbnails
representing each active sensor in the site. Upon detection of an alert by the sensor, the alert
message will be stored in the ECU database. and the alert event will be displayed in the Home
Page.

4.3 Home Page Layout

The navigation section 1
select ECU functions

ECU operation
ON

OFF

By Schedule

“L"icon -
WiseEye setup

Select number of
Sensors on page

(page layout) Snapshot — will

cause all sensors

“V’icon - ;
. L to send image of
Frame color : Change to Viewing current viewg
RED — alert active now (Live) mode

— alert
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4.4 Page Layout
The ECU enables you to arrange the sensors thumbnails on the home page as you preffer.

The available options are:

1 sensor par page

4 sensors per page (2x2)

6 sensors per pahge (3 x 2)
12 sensors per page (4x3)

If you have more then 12 sensors, rest of the sensors will be arranged on separate tabs.
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45 Alert Event

Once one of the sensors detects new alert event, one of two sequences will initiate based on
the preset configuration:

1. Popup alerts are enabled — When an alert popup frame is opened (if enabled in the
ECU configuration and in your browser), the popup window AND the small picture
frame representing will be RED colored. The frame color of the small picture stays RED
as long as the alert is live. Once the alert ended, the RED frame is changed to YELLOW
frame. Normally the small picture shows the last received image from the sensor: it is
either the last image of the alert event (with Yellow frame) or it is the last OK image
(pre-configured frequency in the sensor itself) with no color frame. In the case of
Popups Enabled, the popup MUST be closed and NOT LEFT OPEN. If it stays open,
many popups will remain open (according to number of alerts). This should be
prevented by the operator in the control room. If the alert has a short duration, the
popup window MIGHT NOT be displayed, and only the RED frame on the small picture
indicated that there was a live alert.

2. Popup alerts are disabled - If the system was not configured to display popups, only the
RED frame on the small picture will indicate that alert is detected and it is LIVE now.
Once the alert is ended, the RED frame will be changed to Yellow. The Yellow is
changed back to Gray only when a new image (OK image) is received from that sensor.

As arule —
RED frame — alert is LIVE now,
— alert was detected and ended recently

Single click on the Yellow framed picture will popup the alert where you can play it and move
forward and back along the alert images. See below screen when alert popup is enabled

The alert window will display
the alert image

the sensor name
Date & time of the event.
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Alert popup window

In the above alert, the semi-transparent red color is the “killing zone” (trigger area) set for
this sensor.

The alert event is composed of a series of JPEG images sent by the sensor to the ECU.
The alert window contains alert navigation buttons that allow the user to view the alert as
a continuous event, frame by frame. As alert is ended, the ECU converts the alert to video
clip which shows the whole alert as video clip (the “mpeg” button). The video clip is stored
in the ECU database
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You can press on the ‘first’ button which will bring you to the first frame and then press on the
‘play’ button to view the event in cyclic order. The other buttons can be used as regular video
recorder-like buttons.

NOTE:

New alerts may be configured to appear on the display as a popup window that is expecting
the user (operator) to respond or close the window. In case no one responds to the popup
window, the window will remain open--waiting for user response. Due to Windows limitations,
the browser may hang up when many such windows are open.

Alert operators should remember that ECU Ul (through the web browser) was not designed to
be used as control panel in a control room (although it enables displaying alerts in real time).
When you use the ECU for alert viewing, please remember that when there is no human

interaction with the ECU (e.g., no one responds the popup alerts windows), you MUST
close all browser windows . Otherwise large number of popup windows will be

accumulated while the ECU is waiting for the user respond on each of those popups. This will
cause improper operation of the ECU.

4.6 Alerts and Events History

To view alerts history select “Alerts and Events” tab from the Home Page location on the top of
the page:

1. Select the date & time history range (From/Until)
(You can select to see ‘All events’, ‘System Events’ or ‘Alerts Only’)

2. Select one or more sensors

3. Press on the ‘View Results’ button
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1. Select the
specific sensor(s) 2. Select the
From — Until
range
3. Click on the

“View Results”

After few seconds (depending on number of WiseEyes and number of events in the database),
a list of alerts rows and thumbnails will be displayed on the screen as below. Each thumbnail
represents a single alert event
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You can scroll down & up the Search Results Page of the various alerts stored in the ECU DB
for the selected From-Until range.

To enlarge event images, click on one of the event thumbnails and a popup of the relevant
Alert Event will be displayed as shown below.

4.7 ECU General Setting ***

This page enables various setup parameters for proper operation of the ECU. After setting it,
press the “Apply Changes” button.
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ECU Site name and description — free text o identifier of the specific ECU platform
Control station IP and Port — in case the ECU is connected to remote monitoring CS
application, need the IP and the port

Proxy TCP and HTTP port— The TCP port is used as the image channel and is set by
default to 66666. The HTTP port is used for transferring requests and responses
between the ECU and the WiseEye.

Remote access to the WiseEye is done through a Proxy in the ECU which requires
setting ports in the ECU and the WiseEye.
In the WiseEye you need to set the Listening Ports (under the WiseEye Network setup).

The default HTTP port is set to 80, but sometime this port is used by the router for
remote management, so you can use port 90 or other port. If you are not familiar with
that setup you can consult your IT expert.
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For remote access, you need allow/open the HTTP port and TCP port in your
router/firewall. If you have not change it TCP port is 6666 and HTTP port is either 80 or

90.
Keep events for — Here you define the number of days to keep history events.

Send to CS — When ECU is connected to central monitoring CS, you should select the

“Yes”.

WE2 Scanner — You should set it to ON when you need the ECU to automatically
detect WiseEye units in the LAN.

Popup alert on new dialog - if you select any of the available options except “none”,

the ECU will open new dialog when new alert is generated. It is recommended to select

“none”.
Alert dialog image size —allow you to select the image size when popup alerts is
enabled.

Events timestamp taken from - allow you to select the time source for the events it is

recommended to use from the ECU.

Automatically start alerts slide show  — enables playing of new alerts when alert’s
new dialog is opened

Play sound on alert —enable audible notification when new alert is displayed on ythe
ECU.

Record events on OFF status — when selected it enables recording of detected
events on the ECU storage during scheduleOFF time, without refer it as alerts and
without sending it to CS station.

Alerts slide show interval — define time in mili seconds between successive displayed

frames.

Offline timeout — defines the time in seconds of no communication with the WiseEye

to create WiseEye OFFLINE alert.

4.8 Users

The Users tab provides the
functionality to add/remove/edit
new users in the system.
There are two types of users:
Admin and User. User is
allowed to view alerts and
create reports (searches) while
Admin is allowed to configure
any of the available setups in
the ECU GUL.

4.8.1 Adding New User

Fill the new user name as
pointed below, select type of the
user (User or Admin), type in
the new user password (twice
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for confirmation) and the press the Update button.

Once the Update button is pressed, a new dialog box will be opened. Press the OK button and
the new user will be added to the list of new users..

4.9 Static Sensors ***

The WiseEye sensors IP
address can be configured
either as dynamic IP (given
by the DHCP) or STATIC IP.

If the WiseEye units were
configured with STATIC IP,
the ECU is not required to
search the LAN anddetect
the units, it is possileto add
the units one by one,using
the Static sensors tab.

To add new sensor with

Static IP just add the IP

address, the TCP port and

the HTTP port and hit the

“Update” button. The unit

will be added to the list of

Static IP units and will be displayed on the “New installed sensors” list. From that point you can
activate the new Static sensors as you activate regular sensors that were found by te ECU.

4.10 Scheduling ***

The Scheduling enables the security officer to setup the working hours of the WiseEye system.
The Schedulers were designed to operate by the day of the week, and the ECU can be
programmed to operate each day in different hours. Each Scheduler is assigned with specific
name so you can build a library of schedulers, each with its own name.

You can assign different schedulers to different WiseEye units which gives you maximum
flexibility to build your site protection. For example you can decide that the from gate sensor
will operate between 7PM and 8AM and the North fence sensors will operate between 5PM
and 9AM the day after. For each WiseEye line (see screen shot on next page) select first the
scheduler name you want to assign to that unit. than you can check or uncheck each of the
following options for each WiseEye:

Mailer — use email notification for that WE unit

Dry Contact — activate dry contact alert for that WE unit

Record event — during scheduler OFF, record events on the ECU DB.

Send to CS - during scheduler OFF, send events to the CS station (central monitoring)
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Select specific
scheduler from
the list

Send email or
activate dry
contact for this
WiseEye

Record events
when scheduler
is OFF

4.11 Schedulers ***
Here you can define
different schedulers with
different settings that can
be used for different
WiseEye units.

First set the ON and OFF
time for each day of the
week. Than you can give
the new scheduler a new
name and add it to the
existing list of schedulers
by clicking the “Save”
button (bottom left of the
display). You have three
pre-defined schedulers in

Send event to CS
when scheduler is
OFF
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the list: "default”, “always ON” and “always OFF".

4.12 Date and Time

Setting page in the ECU UlI).

The Date & Time section is
used to setup the ECU
local date and time. Each
alert that is received in the
ECU from any WiseEye
sensor is stamped with the
local date&time. Time zone
selection is also available.
Clicking the Update buttons
below will save the new
date&time parameters in
the ECU operating system.

After setting the Date &
Time you need to
reboot the ECU in
order to Save Changes
(via the button in the
Configuration/General
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4.13 Software Update

The Emza system enables remote upgrades of both the WiseEye firmware and ECU software.
This option allows an easy and simple way for distribution of software upgrades, and also
eliminates the need for a service engineer visit in the site.

For more information contact Emza.
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4.14 Net - Network Configuration

Parameter Description Value
ECU static IP addre« can be selected by us

Address: according to the LAN segment. This addres| 192.168.112.100
should be setup in each WiseEye sensor

Network: Standard network address of the LAN segm| 192.168.112.0
This IP address should be the gateway to

Gateway: the Internet; the LAN IP address of the | 1921681121
local router to the Internet, recommended
to be X.Y.Z.1
This IP address should be the gateway to

DNS: the Internet, the LAN IP address of the | 1921681121
local router to the Internet, recommended
to be X.Y.Z.1
This IP address should be the gateway to

DNS: the Internet, the LAN IP address of the | 1921681121

local router to the Internet, recommended
to be X.Y.Z.1* see note bellow
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Setting the above parameters is essential for proper operation of the ECU.

NOTE

The ECU network configuration uses the DNS IP for accessing internet domain names.
Usually DNS is configured in the local router to allowe all network devices accessing external
domains. It may happen that the router is not configured with DNS at all or with incorrect DNS
server. In order to bypass such potential problems, we strongly recommend defining in the
second DNS option (in the ECU GUI), Google’s, global DNS server IP address which is one of
two options:

Google DNS IP address: 8.8.8.8

After making the network changes, press the “Apply Changes” button and reboot the
ECU

4.15 Email Setup

One of the ECU features is to transmit alert emails. The ECU can be configured to send email
to a pre-defined email address with an attached image from the alert’s sequence of images
received on the ECU.

4.15.1 How does it work?

Upon receipt of an alert from one of the WiseEye sensors, the ECU checks the last time that
alert email was sent. If the elapsed time from last alert sent is greater then pre-defined time
interval (for a particular sensor or for any sensor), the ECU will send the alert email. It
chooses one of the images received as part of the specific alert event and attaches it to the
email. The ECU stores alerts locally, so the sending time as the last email transmission time.

If the elapsed time since last email transmission is less then the pre defined time interval, then
the ECU does not send any email. The logic behind this is to minimize number of successive
alert emails due to the fact that if an intrusion was detected by one sensor it will probably be
detected by other sensors, and the security officer that received the first alert is already aware
of the situation (and thus there is no need to send another email 2 or 3 minutes later, as it is
probably due to the same alert).

4.15.2 Email Setup
In order to send an email from the ECU, you need to configure your LAN properly (have
access from the ECU LAN to the Internet) and to:

Use email server to send the email from
Have email sending account on the same email server
Have email destination address (receiving account)
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4.15.3 Email Server

The ECU requires valid and secure email server that provides email services; otherwise the
emails may be rejected by anti-spam and anti-virus applications. In general EMZA customers
can use their own email server, but since each email server is configured in a different way, it
may raise configuration and security issues specific for each customer.

In order to prevent that problem, EMZA has selected the popular GMAIL server as the email
sending server. The current version of the ECU was tested with GMAIL as the sending server,
and most of the parameters are already preconfigured to work well with GMAIL.

4.15.4 Email Sending Account
In order to use the email server you should have an email account on the sending server
(GMAIL in our case).

Since GMAIL is a free open, secure and reliable email service, it is recommended to use it to
make ECU email service work well. You need to create a specific email account that will be
used only for the ECU. The ECU will use this email account as the email sending address.
That is, when alerts are sent to you, you will receive them from this GMAIL account which is
the ECU mail account.

When opening new GMAIL account, make sure to write down, the exact email account (for
example ecu_name@agmail.com ) and the exact password to access this email account, you
will need it during the email configuration session.

4.15.5 Email Destination Address

The email destination address (the “To:” field you use when sending emails) is the email
address of the person supposed to receive the alert emails and make the decision for next
steps to handle the alert situation.

The destination email account can be ANY email account, your company email address as
well as email account from any free public email services.

4.15.6 ECU Email Configuration
The ECU’s web Ul for configuring the email service.
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Your mail that alert sends from (yourname@domaim)co

Your mail server that alert sends “from” (mail.damaom)

Your username for your mail server that alert sérmta (username)

Your password for your mail server that alert sefnois) (password)

Your password for your mail server that alert sefinois (password)

The interval of time between successive emailsrieM& min)
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The name of the receiver person (e.g. Sam B.)

The port (SMTP) that your mail server work (nornsa25 or for Gmail 465)

Authentication of the mail server TLS (Need to @seail as “from” sender)

Authentication of the mail server SSL (Gmail isugq)

Here you choose if the interval refers to ECU os¥\ye (if you choose ECU you get 1 mail per
interval / if you choose WiseEye you get many rpail sensor in the interval if you have 5 sensots yo
get up to 5 mails per interval)

Here you choose what type of attached file senHd thie mail (iphone is mp4 /nokia is 3gp)

For activation the mail service choose Alerts cerfd and Others (events)

NOTE

In case you have email sending problems, please verify that your local router is configured with
correct DNS server IP address. If you can not verify we strongly recommend to setup Google
DNS server in the ECU Network configuration tab (IP = 8.8.8.8). See section 4.8.

To verify proper email setting please the “Send Tes  t Email” button

4.16 10 - Dry Contact IO Interface

# #
$ %%

In parallel to the alerts generated through the dry contact, the regular ECU alert images are
sent through the TCP channel to remote control room..
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4.16.1 Dry Contact Signals

Currently the ECU implements the following signals:

Function Type Signal name | Description

ECU ON/OFF | INPUT EnableECU Signal to turn the ECU alert detection
functions ON/OFF. Can be connected to local
or remote alarm system.

Alert status OUTPUT Alert Alert ON/OFF signal. It turns ON during alert
detection event by any of the sensors. This
signal stays at ON position at least one
minute

ECU Status OUTPUT ECUHealth ECU detection status, if ECU in detection
mode it signals logical ON, if the ECU is OFF,
it signals logical OFF

These signals are connected physically to the Damocles unit, and can be selected to operate
as normally OPEN (NO) or normally CLOSE (NC).
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4.16.2 10 Damocles Network Configuration
Before setting the ECU, it is necessary to configure the Damocles MINI device in the ECU
LAN. Follow these steps:
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D2,+ 3+ )+ 8% & $%( , $4 +$ 0+2
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033 &

4.16.3 10 Configuration
Select the 10 Config tab to get the following page.

To activate the 10 device:
- Select the ON radio button
Set the Damocles IP address as configured in previous section
Leave rest of the parameters without any change
Click the “Apply Changes” button

1. Select the
ON

2. Type in the
device IP

DON'T
TOUCH!
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4.16.4 10 Channels Setup

You can select any of the physical input channels in the Damocles unit as your input
“EnableECU " signal. Once one of the inputs is selected, make sure the other input fields are
empty.

In the screen display below input channel #3 was selected, which means that the physical dry
contact will be connected to input #3 of the Damocles unit.

You can select any of the output channels as your “Alert” and “ECUHealth ” output signals.
In the example below Outl was selected and “ECUHelath” and Out2 was selected as “Alert”
signal.

Logical Levels

For each of the output or the input signals choose the appropriate electronic level of the signal
‘0’ or ‘1’ for input and Normal or Opposite for the output signals (normal or opposite related to
the physical link of the dry contacts to the Damocles (Normally Open or Normally Close).
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4.17 Bold Setup

Bold is third party
central monitoring
application that
integrated Emza
system to receive
and display alerts on
the its GUI. Bold
users need to
configure this page
as following:

BOLD Control station - Set ON (if you have Balgstem connected) or OFF

BOLD Control station - IP addresss of Bold system

BOLD control station port Port # at the server

Account ID - Account Id from the monitoring cente

Send interval - Interval in secomds between esaht to the monitoring center

Select any combination of check boxes todefinayhe of alert notification in Bold system

Text Alert: - Notify by alert text message
Image alert(jpeg) - Notify by single picture temessage
Video alert(AVI) - Notify by alert video clip

4.18 WiseEye over WAN Configuration (Remote ECU)

In case you are using one or two WiseEye sensors in remote location with uplink
connection to remote ECU over WAN, you need to setup WiseEye location router
as following.

The WAN router at the WiseEye location should be ¢ onfigured with STATIC
IP address (supplied by your local ISP or corporate IT). Each of the
WiseEye units should be configured with STATIC IP a  ddresses in the LAN.



EMZA Visual Sense Ltd.

PRELIMINARY

For each WiseEye unit, you need to set two ports, one TCP port and one HTTP port, These
ports should be forward from the LAN router (connected in its other “leg” to the WAN) to each
WiseEye Static IP address. These two ports are used for communicate with the remote ECU.
Remember to set these ports in the WiseEye configur  ation page,

For example, if you have only one WiseEye at that location,

Router port setup for one WiseEye

Router TCP Forward to Required for:
Location Port # WiseEye static IP
address
WiseEye 6666 X.y.Z.W Remote communication with
site ECU
WiseEye 8090 X.y.Z.W Remote communication with
site ECU

Any additional WiseEye at the site requires additio ~ nal set of two ports.

See bellow the ECU setup to communicate with remote WiseEye units over WAN. Please
note that the IP address (127.0.0.1) should be set  to the global IP address of the router
located at the WiseEye(s) site as provided by the |  SP.

4.19 Support
This Setup is is for EMZA
Internal use only.

Although this page is available
for the administrator,

DO NOT CHANGE ANY OF
THE PARAMETERS IN THIS
PAGE!
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5 ECU Proxy
The ECU provides direct access to the WiseEye sensor’'s home page. That is done by built-in
proxy that enables remote access and remote parameters setup of the sensor.

To activate the WiseEye proxy click on the “L” symbol display on the ECU home page on the
top right of each thumbnail. The WiseEye User Guide descries in details the WiseEye
configuration and setup.

Double Click on the sensor name
to activate its parameters page
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Appendix A — General Wiring Rules

Wiring runs should always follow the wiring rules listed here. It's much easier to do the job
right the first time than having to go back and figure out why the connectivity is poor; after the
wire has been run. The total length of wire segments between two network devices should not
exceed 100 Meters (330 feet or about the length of a football field) for CATS5 runs.

1.

Use quality components and tools to construct cables. As the saying goes, "Buy
Quality, Only Cry Once."

Under no circumstances should cable bends be less than four times the diameter of the
cable. The Cat 5E standard is no bend radius less than 5 inches.

When bundling groups of cables together with cable ties (zip ties), keep the ties snug
but not excessively so. Do not over-cinch them. Keep them snug but don't tighten them
so much that any of the cables deform.

Keep cables away from devices that can introduce EMI noise. Among others, these
include: copy machines, computer monitors, power supplies, UPS units, electric
heaters, speakers, printers, TV sets, fluorescent lights, AC power cables, RF antennas
or transmission lines, copiers, welding machines, radio transmitters, X-Ray Machines,
un-shielded transformers, refrigerator compressor motors, dishwashing machine
motors, microwave ovens, telephones, fans, electric garage door openers, elevator
motors, electric ovens, dryers, washing machines, and shop equipment.

Power cables and Ethernet twisted pair cables don't co-exist well. Do not run Ethernet
cables parallel to AC power cables. Yes, we know that this is a repeat of number (d)
but it is worth repeating... DO NOT RUN ETHERNET CABLES PARALLEL TO AC
POWER CABLES!

Do not stretch UTP cables when pulling cable. The maximum force on a cable should
be 25 LBS or less.

Do not use metal staples or insulated metal U shaped cable clips to secure UTP
cables. Use telephone wire hangers, preferably ones with plastic hangers for the wire.

Never, Never run UTP cable outside a building. It presents a very attractive lightning
rod and will prove dangerous to you and your network's health!
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Appendix B — Guidelines for setting wireless networ k

A. For optimal network performance, follow these g uidelines:

1.

2.

First and foremost, don't settle prematurely on a location for the wireless AP.

Experiment; try placing the AP in several different promising locations. While trial-and-
error may not be the most scientific way to find a good spot for the sensor, it is often the
only practical way to assure the best possible Wi-Fi performance.

Strive to install the wireless access point or router in a central location. Find a good
compromise position. Sensors too far away from the base station will manage only 10%
- 50% the bandwidth of sensors nearby to it. You might need to sacrifice the network
performance of one sensor for the good of the others.

Next, avoid physical obstructions whenever possible. Any barriers along the "line of
sight" between the WiseEye sensor and base station will degrade a Wi-Fi radio signal.
Plaster or brick walls tend to have the most negative impact, but really any obstruction
including cabinets or furniture will weaken the signal to some degree. Obstructions tend
to reside closer to floor level; therefore, some folks prefer to install their wireless access
point / router on or near the ceiling or the roof.

Avoid reflective surfaces whenever possible. Some Wi-Fi signals literally bounce off of
windows, mirrors, metal file cabinets and stainless steel countertops, lessening both
network range and performance.

Install the unit away from electrical equipment that also generates interference. Avoid
electric fans, other motors, and fluorescent lighting.

Likewise install the wireless access point or router at least 1 m (3 feet) away from other
home appliances that send wireless signals in the same frequency range. Such
appliances include some microwave ovens, cordless telephones, baby monitors, and
home automation equipment like X-10 devices. Any appliance that transmits in the
same general range as 802.11b or 802.11g (2.4 GHz) can generate interference.

If the best location you find is only marginally acceptable, consider adjusting the base
station antennas to improve performance. Antennas on wireless access points and
routers can usually be rotated or otherwise re-pointed to "fine tune" Wi-Fi signaling.
Follow the specific manufacturer's recommendations for best results (see bellow)

B. How to check AP signal strength?

Locate the AP in the selected location, turn ON the AP.

Use mobile laptop as wireless client of the AP.

Turn ON the wireless option in your laptop.

Take the laptop to each physical location you have selected for the wireless sensors.
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Verify that the laptop establishes stable connection with the AP.

Access the ECU and verify the laptop has stable and continuous connection to the
ECU.

If the AP signal strength is not strong enough, you may need to move the AP or change
the antenna orientation

C. Antennas for wireless LANsS

Usually wireless AP uses antennas that are interchangeable. In fact, it's a good idea to
purchase access points with removable antennas. These allow more flexibility by enabling the
selection of an antenna having characteristics better suited for your specific physical location.
The more common antenna types for wireless LANs have omni-directional and directional
radiation patterns.

Omni-directional _antennas propagate RF signals in all directions equally on a horizontal
plane (i.e., throughout the facility), but limit range on the vertical plane. This radiation pattern
resembles that of a very large doughnut with the antenna at the center of the hole.

Omni-directional _ antennas, having gains ranging up to 6 dB, apply to most applications inside
buildings. Omnis provide the widest coverage, making it possible to form somewhat circular
overlapping cells from multiple access points located throughout the building. Most access
points ship standard omnis having relatively low gain. Consider using higher gain ones to
increase range, which enables wider spacing of access points. This can reduce the number of
access points and lower costs.

A directional antenna__ (often called a yagi) transmits and receives RF energy more in one
direction than others. This radiation pattern is similar to the light that a flashlight or spotlight
produces. Most antenna manufacturers provide illustrations indicating the radiation pattern.
The higher gain antennas will have a narrower beam width, which limits coverage on the sides
of the antennas. Directional antennas have gains much higher than omni-directional antennas,
such as 12 dBi and higher.

High gain antennas work best for covering large, narrow areas. In some cases, a
directional antenna will reduce the number of access points needed within a facility. For
example, a long loading dock of a distribution center many require three access points
having omnis, but the use of a high gain directional antenna would likely only require a
single access point.




