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Problem Statement
Construction sites are prime targets for theft and vandalism for several reasons:

1. Valuable items (tools, inventory, wiring) are left there over long periods of time
2. Locations can be approached with little chance of observation
a. Atnight
b. Weekends
3. Current security systems are easily defeated, ineffective, or extremely expensive
a. Alarm systems are marketed by ADT and others imply immediate Police response—
which is in fact not forthcoming. After multiple “false alerts” and subsequent fines
from the City, Owner tells ADT to call him, not Police. For their part, Police Officers
view alarms as the annoyances they are (since 99% are false)
b. Security cameras merely record; they do not detect and notify, and therefore will
not stop theft (further, PD cares little about grainy, poorly-lit surveillance footage)
c. Guards perform either drive-by patrols (almost 100% ineffective) or on-site services
(at a monthly cost of $6000-10,000)
4. Once successful, thieves keep coming back until deterred or physically stopped

An effective security service must address these problems head-on. Fortunately, an Israeli security
manufacturer, Emza Visual Sense, has developed a purpose-built solution specifically aimed at
protecting outdoor assets. This paper discusses how Emza has addressed the challenging business and
system issues associated with this application.

Business Issues: CapEx and OpEx costs

Functionality aside, a security system needs to be priced reasonably to be widely deployed. To keep
both hardware and installation costs reasonable, Emza has combined what were previously multiple
product functions (detection, camera, IP network, weatherproof housing) into a single unit called the
WiseEye (pictured below). WiseEyes can be deployed by electricians or other low-voltage techs at a site
in less than a day. When combined with inexpensive IR illuminators (see detection event in zero-light
displayed below), WiseEyes provide the lowest cost real-time detection and notification system on the
market. For example, the total cost (including installation) for outdoor real-time surveillance security
at a 100 ft. square site (operating in day/night conditions) is less than $4000.
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WiseEyes are fully outdoor-rated (IP66) and can withstand all forms of weather. Further, should a
WiseEye be damaged or fail, a replacement unit can be installed in minutes. This contrasts strongly with
CCTV systems (closed circuit television) which are expensive to build and support since they are installed
and maintained by specialists.
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WiseEye installed on a fence Nighttime detection with IR illumination

System Challenges: Reliability, Time-to-Assessment, and Verified Response
Reliability

By far the most daunting challenge in real-time visual detection of intruders at construction sites is the
problem of false alerts. That is, traditional security cameras can be configured to use on-board video
motion detection (VMD) to attempt to discern intruders. Unfortunately, these approaches are quite
primitive, and “false alert” many times per hour due to sun, shadow, rain, snow, etc. This non-reliability
disqualifies them from consideration for securing construction sites—as a Monitoring Station would be
deluged with dozens of false alerts per hour (or even per minute).

In contrast, WiseEyes support sophisticated software on-board which filters out 99% of false alerts. The
software performs at a par with systems that are 5X more expensive: this allows scalable monitoring of
hundreds of remote sites (over the Internet) with a small Monitoring staff. So detection images that
come from the WiseEye are highly-qualified compared to the highly-suspect output of competitive
solutions (see images below).
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Displaying event images
On: Thu Dec 25 07:02:39 PST 2008
Sensor: Sensor_1_North
Info:

Example of Zero False Positives in a blizzard

Time-to-Assessment

Once the WiseEye has detected an intruder, the second challenge is getting that image to a Monitoring
Station for real-time assessment by qualified operators. The problem here is bandwidth: many camera
systems “stream” video over the Internet. Unfortunately most construction sites have low-bandwidth
connections (cellular, low-speed DSL) which cannot support streaming applications. To overcome this
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ubiquitous limitation, the WiseEye has been engineered to transmit a series of JPEGs (or still pictures)
over the Internet. In this way remote assessors receive the first images within 10 seconds of the
intrusion, and can make a real-time determination of the threat. Further, the image quality is very good
(TV quality, or 640 x 480), allowing the assessor to distinguish humans from animals—even in total

darkness (see below).

Actual Thieves detected by the WiseEye at approx. 200 feet in total darkness (IR illuminated)

Verified Response

With a clear image of the intruder within 10 seconds of the event, the Monitoring operator has assessed
the threat. His next action is to call various Responsible Parties with this information. As a result, the
Construction Supervisor, for example, may receive a phone call from the Monitoring Station. He or she
can immediately call the Police—or web into the WiseEye system (from home or office) for a more
detailed view (see below).
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Armed with the intruder image, additional live views of any WiseEyes, and an ability to replay previous
alerts, the Supervisor can call Police with a verified intrusion. Verified intrusions, now mandatory in
some municipalities, prioritize and speed Police response at a level not achieved by mere dumb (i.e.,
non-visual) alarms.

Existing Emza customers have successfully used the WiseEye system to detect, assess, verify, dispatch
and apprehend criminals before they can do damage. This real-time ability to protect property based
on cost-effective, reliable detection combined with instant, scalable assessment is what sets the
WiseEye far above any other solution. As a result, it is deployed around the world in critical locations
such as construction sites, developments, and construction suppliers—as well as utilities, pipelines, and
even windfarms.

The following is a quote from one Emza customer:
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monitoring station to dispatch our officer. When we arrived at the site, we found an intruder inside a

building next to our outdoor yard, and the police proceeded to arrive and complete the arrest. The
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